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EXECUTIVE SUMMARY 

The international character of trade has revealed functional requirements that go beyond the national 

context. To support these requirements, all countries are working to set up procedures to facilitate 

trade procedures or to set up efficient national Single Windows that comply with international norms 

and standards developed by the UN/CEFACT and the WCO. There is, however, a notion that will allow 

to broaden the spectrum of efficiency of the Single Windows, the notion of technological 

interoperability between Single Windows and the recognition, by the country of destination, of 

documents or electronic data established or generated  in the country of origin. 

The objective of this study is to look beyond borders and imagine a solution for interoperability 

between the single windows of OIC member countries for the facilitation of intra-OIC trade. 

For several years, international organizations such as UN/CEFACT, the World Customs Organization 

and the African Alliance for the Development of Digital Trade have been working to establish norms, 

standards and implementation guides to discuss the possibility of establishing interoperability 

solutions between single windows.   

First the document sets the context for the study, we discuss the principles and benefits of 

interoperability while exposing the different and rare success stories (to date) that exist around the 

world, from Southeast Asia with its experience of ASEAN SW to Latin America with the Pacific Alliance 

without forgetting the European Single Window Customs. We have tried to make an international 

benchmark of the different experiences to show the benefits, challenges and lessons learned. 

Just as there is no single solution for the implementation of the one-stop shop, so there is no single 

solution for the implementation of an interoperability solution. It is a confluence of operational factors, 

legal and regulatory, governance and technological frameworks that defines the very complex nature 

of achieving such a solution.  

The identification of interoperability objectives or success factors for achieving the objective is 

discussed in this report. The frameworks used is as follows: 

a) An analysis of operational needs. This includes the difficulties currently encountered by public and 

private actors in the 3 single windows analyzed; 

(b) Political and legal interoperability. This implies obtaining political commitment at the highest level 

from Cameroon,  Tunisia and Morocco (and all OIC Member States that will have to take part in this 

initiative). Laws and regulations on the mutual recognition of cross-border electronic data exchanges 

are also to be taken into consideration before an interoperable solution is implemented; 

(c) People and organizational interoperability. This includes the designation or creation of an 

intergovernmental governance and management structure between participating countries; 

(d) Interoperability of processes and data. This includes the analysis of existing processes in the three 

single windows, as well as an analysis of the different documents that can be subject to 

interoperability;  

The technical solution proposed in this study is the Blockchain, the innovative solution of recent years, 

that should demonstrate the efficiency, effectiveness and scalability required in this type of project. 

 



                                                                                                              

 

11 
 

  

Facilitating Trade:                                                                        
The feasibility study on the interoperability of selected 
single window systems in the OIC countries 

 

1. Single Window Interoperability 

1.1. Introduction 
 

Several international bodies have dealt with the Single Window telemetric and devised a definition 

such as that of the United Nations Center for Trade Facilitation and Electronic Business:  

“A facility that allows parties involved in trade and transport to lodge standardized information and 

documents with a single entry point to fulfill all import, export, and transit-related regulatory 

requirements. If information is electronic then individual data elements should only be submitted once.” 

(Recommendation 33 UN/CEFACT). 

At the same time, the World Trade Organization (WTO) has defined the Single Window concept as “A 

philosophy of governance bringing with it changes in traditional governmental structures toward new 

agreements better meeting the needs of citizens and businesses. In the «Single Window», approach 

governmental services will be offered to citizens and business operators through a single interface 

connected to administrative services. The complex modalities of organization will be transparent for 

users of the said services on which the supply of such services is built will be transparent user thereby 

bolstering efficiency and cutting down on the costs in connection with regulation on transactions.” 

While striving to be as generalist as possible in the definition of the Single Window, these two bodies 

were unable to achieve the virtual aspect of Single Windows at the present time, or its transactional 

aspect based on a duality of exchange between the electronic operators and governmental structures. 

The African alliance for electronic trade and the Single Window concept of the Kingdom of Morocco 

think in much broader terms. PortNet points out that the Single Window system should make it 

possible to carry out global formalities or procedures whether sovereign or non-sovereign , It is a non-

intrusive electronic device that allows importers and exporters to complete all formalities related to 

government, public and private suppliers in the context of an import or export operation. For its part, 

the African alliance defines the single window as a national or regional system based mainly on a 

computer platform imitated by a government or an authority to facilitate import, export and transit 

formalities by providing a source of information, formal requirements and facilitate logistics. 

 

Despite the existence of successful SWS in the three countries covered by this study (Tunisia, 

Cameroon and Morocco) , there are still some required paper based documents in order to complete 

the import , export and trade related process (Documentary letters of credit, certificates of origin, 

Phytosanitary certificates, ...), while other documents are not exchanged between SWS (Customs 

declarations, manifest, etc.) .The exchange of these documents will considerably reduce the dwell time 

at the port because this information could be sent in advance between customs and would allow a 

better risk management and a better targeting of customs controls. 

 

The role of the customs authorities is becoming increasingly important, for this reason customs must 

propose procedures that promote competitiveness by facilitating and accelerating trade. Customs co-

operation and exchange of information with third countries is becoming increasingly important as 

they can improve the management of customs risks and accelerate trade while at the same time 

ensuring better protection of financial interests and strengthening of security. 
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1.2. UN/CEFACT Recommendation N° 36 on Single Window Interoperability 
 

UNCEFACT Recommendation 36: Single Window Interoperability (SWI) was published on 23 January 

2017 and was adopted on 4 April 2017 with the objective of "covering the interoperability between two 

or more countries. It addresses the fundamentals needed for the exchange of information beyond the 

domain of a National Single Window» 

The purpose of this Recommendation is to provide details on the preparations needed, including the 

models for information sharing that need to be developed, before implementing bilateral and regional 

Single Windows, and to give examples of best practice.  

This recommendation states that the government agencies and the business community should: 

a) Identify and analyze the primary drivers and needs for Single Window Interoperability 

(SWI), either currently or in the future, including perspectives from public and private sector 

stakeholders in trade in order to determine the type of Single Window interoperability that will be 

necessary;  

b) Research and examine the type of business processes and information to be exchanged 

between Single Windows, the existing semantic frameworks available for this exchange, and possible 

areas for improvement—notably through the harmonization and standardization of processes;  

c) Consider the most appropriate model(s) of governance for the proposed interoperability, at 

the various stages of planning, implementation and ongoing operations and in a way that is both 

financially and administratively sustainable; and  

d) Research all relevant multinational and bilateral trading agreements and arrangements to 

ensure that specific protocols or legally binding obligations are considered when developing a 

National Single Window and interoperability with other National Single Windows.  

1.3. Principles of Interoperability 
 

Looking through the different publications on the interoperability of the single windows, the following 

principles are recurrent:  

1. Mutual interest and benefit of the parties (Countries and agencies involved in the 

interoperability project )  : 

One of the conditions necessary for the success of the interoperability project is the total involvement 

at all levels of the countries concerned, it is on a win-win principle that we should leave to maintain a 

total involvement of all parties’ stakeholders of this project. 

2. Connectivity : 

The different Single Windows of countries involved should be interoperable, for this several solutions 

could be considered without making huge changes to the Single Windows. 

3. Data flow, security, privacy and confidentiality : 
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Interoperated Single Windows should agree on a security and privacy policy for data that passes 

through the Single Windows. Each Single Window should be committed to ensuring the confidentiality 

of the data in its possession. 

4. Accuracy and completeness of information :  

Before starting interoperability, it should be ensured that each party has all the information necessary 

for the elaboration of electronic documents in the country of destination 

5. Timely submission of required information : 

Parties should specify a deadline for the transmission of information; each party must make sure to 

respect it. 

6. Terminology : 

Use of internationally recognized trade facilitation standard’s terms and definitions 

(UNCEFACT/EDIFACT)  

7. Data harmonization and standardization : 

UNCEFACT defines data harmonization as an iterative process of capturing, defining, analyzing and 

reconciling government information requirements, and data standardization as the mapping of this 

simplified data to international standards 

8. Adoption of international standards : 

The use of international standards is advocated by UNCEFACT Recommendation 33, this allows single 

window to speak the same language and will facilitate the implementation of interoperability 

1.4. Benefits of Interoperability  
 

Interoperability between Single Windows has a positive impact on both business and governments, 

and the ASEAN experience has shown a number of benefits at all levels1:  

 

Benefits for governmental agencies: 

 Highly secured cross-border procedures and formalities ; 

 Increased capacity of border crossings ; 

 Increased time for analysis of data by control authorities to make careful decisions; 

 Prevented/reduced smuggling and tax evasion ; 

 Easier management reform of border crossing ; 

 Improved compliance :  The ASW’s electronic environment ensures operational transparency 

and promote compliance ; 

 Improved risk and profile management: Officials will be able to cross-reference government 

and commercial cross-border documents against national relational databases and other 

intelligence systems ; 

                                                                 
1 https://www.businesstimes.com.sg/asean-business/asean-single-window-a-digital-platform-to-simplify-
customs-clearance 
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 Mutual recognition agreements: The ASW gives member states an opportunity to gradually 

rely on one another's control systems. This means if a check has already been conducted in one 

country, it will not be repeated in another country ; 

 Predictability : As the clearance process becomes paperless, governments will be able to offer 

traders a more predictable and efficient environment ; 

 Disaster management: In the event of a disaster, the ASW can be used to expedite clearance of 

relief supplies by allowing electronic exchange of key data among agencies. 

Benefits to businesses:  

 Increased cross-border movements of goods and people and better development of 

international trade ; 

 Reduced time and delays for cross-border procedures and formalities ; 

 Reduced cross-border costs ; 

 More comfortable cross-border formalities ; 

 More transparent rules and formalities ; 

 Almost paperless clearance in ASEAN ; 

 More efficient and predictable supply chain management  : The use of electronic regulatory or 

commercial data will improve national track-and-trace capabilities and provide traders a more 

predictable environment ; 

 Robust legal framework: The ASW Legal Framework Agreement will include provisions for 

data protection and confidentiality, acceptance of electronic signatures, use of electronic 

evidence in judicial proceedings, and legal liability, among others ; 

 Data re-use : The ASW will make it easier for traders to re-use data , for example to 

automatically derive customs declaration from commercial documents , freight papers and 

export declaration; 

 Reduced cost of doing business: Electronic exchange of data will reduce traders’ costs, 

including costs for couriers, storage, documentation errors and cash flow. 

1.5. Success Stories of Interoperability  

 
Some countries especially in Asia have established interoperability between their electronic facilities, 

those initiatives were bilateral, multilateral or sub regional in nature. 

 

Despite the existence of some successful experiments in the world of the interoperability of the Single 

Windows that are mentioned below, this field remains nevertheless very little explored with very few 

publications.Some of interoperability initiatives and the lessons learned are discussed below: 

 

1.5.1. The INSW (Indonesian National Single Window) and the Regional Experience 

with the ASEAN SW (Association of South East Asian Nations Single Window)  

1.5.1.1. The INSW 

 

Gradual Implementation of the INSW:  

The Indonesia National SW (INSW) has followed a gradual development process. The first trial end 

2007, was limited to three Government Agencies in the port of Tanjung Priok; the second stage in July 
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2008 covered five sea ports; the third stage expanded the INSW to all import procedures in the ports; 

the fourth stage in July 2009 covered import procedures for Government Agencies (GA) in seaport, 

airport and dry-port; in January 2010; the fifth stage made the use of the INSW mandatory of all import 

procedures in five ports; and in the final phase the INSW was extended to 21 ports and all import-

export procedures.2 

Currently the INSW only integrates the documentary part, a project is underway to integrate the 

maritime part in the Single Window. More than 75 customs offices (Ports and Airports) and 18 

government agencies are connected to the platform. 

 

Economy of Indonesia and ASEAN Member states in Global Context: 

ASEAN is composed of 10 countries: Brunei, Cambodia, Indonesia, Laos, Malaysia, Myanmar, 

Philippines, Singapore, Thailand and Vietnam (Figure 1). Their area is 4 times the size of the EU and 

the total population of the ten countries is 632 million, or 8.6% of the world's population. 

Figure 1: ASEAN Member Countries 

 

In 2015, their aggregate GDP amounted to 3.3% of global GDP. However, despite the geographical and 

demographic scope, the economic potential of the region remains rather low compared to the EU. 

According to figure 2, intra-ASEAN trade volume only reaches 40%. 

In 2006, ASEAN was home to the headquarters of 49 companies in the Forbes Global 2000. By 2013, 

that number had risen to 74. ASEAN includes 227 of the world’s companies with more than $1 billion 

in revenues, or 3 percent of the world’s total.3 

It is with this in mind to strengthen the intra-ASEAN economy that several initiatives have been taken, 

among these initiatives are the signing of several trade facilitation agreements and also the facilitation 

                                                                 
2 Single Window Systems in the OIC Member States 
3 https://www.mckinsey.com/industries/public-sector/our-insights/understanding-asean-seven-things-
you-need-to-know 

https://www.mckinsey.com/industries/public-sector/our-insights/understanding-asean-seven-things-you-need-to-know
https://www.mckinsey.com/industries/public-sector/our-insights/understanding-asean-seven-things-you-need-to-know


                                                                                                              

 

16 
 

  

Facilitating Trade:                                                                        
The feasibility study on the interoperability of selected 
single window systems in the OIC countries 

 

and streamlining of the procedures related to foreign trade. Hence, the decision to create a regional 

Single Window has been made, the ASEAN Single Window. 

Figure 2: Statistical Indicators of ASEAN  

 
Source:  UNCTAD stat, Data center. 

1.5.1.2. The ASEAN Single Window 

1.5.1.2.1. Introduction 

 
The ASEAN Single Window (ASW) is a regional facility to enable a seamless, standardized and 

harmonized routing and communications of trade and custom-related information and data for custom 

clearance and release from and to National Single Windows. 

 

The exchange of data within the ASEAN Single Window is the result of fifteen years of hard work by all 

ten ASEAN member countries, currently only one document is exchanged across five member 

countries (Malaysia, Indonesia, Singapore, Thailand and Viet Nam), other ASEAN Member States are at 

the different stages of preparation and will join thereafter when they are ready. 

 

As stated in the official report of ASW, both Singapore and Vietnam agreed to join in live operation of 

ASW in January 2018.However both country still allow issuing authority of ATIGA Form D CoO to issue 

manual CoO, subject to the request of the trader. But, from the statistic, Vietnam is more 

comprehensive in doing data exchange compared to Singapore. 

 

ASEAN Member States (AMS) are working to expand the ASW to support the exchange of export 

declaration information through the ASEAN Customs Declaration Document (ACDD) data to support 

Member States' Risk Management System and exchange of electronic Phytosanitary certificates. In the 

future, the ASW may also be used to exchange other documents such as cargo documentation, shipping 

manifests and other port or transport documents. 
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The automation of customs clearance is in each AMS discretion, they decide what should be done with 

the data. In the ASW business process guidelines, it was stated that the process of both issuance and 

endorsement of the ATIGA Form D CoO should be done through NSW of AMS and through automation 

of customs system as well to ensure the effectiveness of the utilization of ATIGA Form D. 

 

Figure 3: ASEAN SW Architecture 

 
 Figure 4: ASEAN Prototype Flowchart of Information Processing 
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1.5.1.2.2. Electronic Transmission of FORM D 

 

The certificate of origin is one of the most exchanged documents across borders  not only within 

ASEAN but on the international level. In most of the times the time span of its issuing, sending and 

reception could cause holds, delaying the import / export operation as the goods could stay on hold in 

the port, awaiting to receive the certificate of origin in order to benefit from preferential duties. 

To successfully initiate the electronic submission of the certificate of origin through the Regional Single 

Window, a document has been prepared and ratified by all ASEAN members. 

The Participating Countries are implementing e-ATIGA Form D beginning 2018 in an effort to bring the 

ASEAN region closer to achieving the ASEAN Single Window (ASW). They have all made official 

announcements regarding the implementation, which will cover exports between Indonesia, Malaysia, 

Singapore, Thailand and Vietnam. The rest of the ASEAN Member States are expected to follow in the 

implementation of the e-ATIGA Form D, upon successful implementation by the Participating 

Countries. 

The e-Form D ATIGA is an option for faster cargo clearance, simpler processing time, and a more 

transparent way of doing business. Exporters can either use hardcopy Form D or online (e-Form D 

ATIGA). However, exporters are not allowed to use both methods for the same exportation (no hybrid 

handling of ATIGA Form D). According to the Indonesian Single Window experts currently less than 

50% of exporters and importers use the electronic sending of the certificate of origin via the Single 

Window,  

but more and more operators are opting for the electronic transmission of the certificate of origin. 

ATIGA is only for ASEAN Member States. This agreement covers all products except for the products 

listed in the exclusion list which are arm and ammunition and alcoholic beverages. 

Use Case of the transmission of the ATIGA FORM D:  

The importer must submit to the customs of the importing country at the time of import an import 

declaration containing information on the reference number of the electronic certificate of origin 

(electronic form D), the supporting documents (invoices and, where applicable, the bill of lading issued 

in the territory of the exporting Member State), as well as other documents required by the law and 

regulations of the importing Member State. 

The customs authority of the importing Member State shall issue an electronic response indicating the 

status of the electronic certificate of origin (electronic form D) in accordance with the Customs 

Implementation Directive for the exporting country.  Usage status, if generated, must be transmitted 

electronically through the ASW to the issuing authority shortly after the importation, or as and when it 

is generated, during the period of validity of the electronic certificate of origin (e-D form). 

 

If an electronic certificate of origin (electronic form D) is rejected by the customs authority of the 

importing Member State, the customs authority of the importing Member State: 

 

 Generate an electronic response specifying the rejection status and the reasons for refusal, 

including, where applicable, the denial of the preferential tariff. 
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The electronic customs reply, if generated, shall be transmitted electronically through the ASW 

to the issuing authority of the exporting State within a reasonable period not exceeding sixty 

days from the date of receipt of the electronic certificate of Origin; or 

 

 If the procedure of the preceding paragraph is not applicable, the customs authority of the 

importing country may notify the authority of the exporting country of the reasons for refusal 

of the preferential tariff as well as the reference number of the electronic certificate of origin 

within a reasonable period not exceeding sixty days. 
 

If an electronic certificate of origin is not accepted, the importing Member State must accept and 

review the clarifications made by the issuing authorities and reassess whether the electronic form D 

application may be accepted for the granting of preferential treatment. Clarifications should be 

detailed and exhaustive to address the reasons for refusal of preference raised by the importing 

Member State. 

 

For the Malaysian case, the application for Form D will takes approximately 3 working days. However 

before the exporter being granted the Form D, the exporter shall submit all the cost information in 

producing the goods. After the information being analyzed, the ministry will give the approval letter to 

the company. The approval period will be for two years.  

 

Upon received the approval letter, the exporter may export the goods for the period of two years. 

There is no limit for the export value. Under exceptional cases, MITI will conduct audit verification to 

the company to avoid any misuse of the Form D.4 

1.5.1.2.3. Governance within the ASEAN SW 

 

A steering committee of the ASEAN member countries is held twice a year and four technical working 

group at which the different experts of the Single Window meet and discuss the different technical 

issues related to the exchange of data. 

When these working groups are published the different implementation guides for the EDI messages, 

each modification related to the messages exchanged must be discussed and validated unanimously by 

the ASEAN member countries before being operated. (The last change in the year 2018 was the 

addition of a field to identify the type of document sent) 

The exporter submits the certificate of origin 

 

Benefits for the ASEAN community 

 

 

 

                                                                 
4 Question on ATIGA , website of the Ministry of International Trade and Industry of Malaysia 

https://www.miti.gov.my/index.php/pages/view/2182 

A Certificate of origin (Form D) is a prerequisite for importers within the ASEAN member states (AMSs) 
to claim preferential duty treatment under the ATIGA. 

 

Box 1: Certificate of Origin (Form D) 

https://www.miti.gov.my/index.php/pages/view/2182
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1.5.1.2.4. Issues of interoperability within the ASEAN SW 

 

The achievement of the interoperability at the ASEAN level has demonstrated the existence of some 

issues, these issues are mentioned in the table below and should be considered in the adoption of such 

a regional initiative  

 

Table 1: Interoperability Issues within the ASEAN SW5 

Policy and Legislative 

Interoperability 

Issues 

 

 Establishing the sub-regional or bilateral agreements to establish and implement sub-

regional or bilateral cross- border SW Interoperability; 

 Mandating the national agenda to establish and implement national SW to support cross-

border information exchange/interoperability with trading partner countries; 

 Exploring Strategic Business Cases; 

 Developing Strategic Planning to drive the agenda; 

 Establishing an effective Legal Framework to support cross-border paperless trade; 

 Mutual recognition and acceptance of electronic document and data in electronic form 

across borders; 

 Identification, authentication and authorization procedure;  

 Ownership of data; 

 Right to obtain data from the Single Window;  

 Privacy and protection of commercial information;  

 Accuracy and integrity of data; 

 Liability issues; 

 Jurisdiction;  

 Data retention, archiving, and audit trails;  

 Intellectual property rights and database ownership; 

 Competition law. 

People/Organizational 

Issues 

At the sub-regional/bilateral level :  

 

 Endorsement by the Heads of States for Approving sub-regional/bilateral 

agenda/agreements; 

 Inter-governmental Cross-border SW Interoperability Policy Management Committee for 

Establishing and strategically managing the cross-border SWs plans; 

 Cross-border SW Interop Program Management Office (PMO) for Managing/coordinating the 

cross-border SW projects across the countries; 

 Inter-government & private sector Working Groups: 

- for cross-border Business Process Re-engineering and Data Harmonization  

- for developing sub-regional/bilateral Legal Framework Agreement  

- for designing technical ICT platforms, security, standards and protocols for cross-

border connectivity 

       At the national level :  

 A national SW Steering Committee for Approving high-level strategic decisions & strategic 

plans and also for Granting necessary resources; 

 A National SW Policy Management Committee for Overseeing and resolving the policy 

                                                                 
5 https://www.unescap.org/sites/default/files/Session%204_4%20Implementing-Interoperable-
SWs_Somnuk.pdf 

https://www.unescap.org/sites/default/files/Session%204_4%20Implementing-Interoperable-SWs_Somnuk.pdf
https://www.unescap.org/sites/default/files/Session%204_4%20Implementing-Interoperable-SWs_Somnuk.pdf
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management issues; 

 A National SW Program Management Office (PMO) for :  

- Acting as the secretariat office to the Steering & Policy Management Committees  

- Managing the strategic/policy plans & the national SW projects  

- Coordinating with government agencies and private sector  

- Monitoring the performance of the overall projects 

 A National SW Working Groups for :  

- Business Process Re-engineering and Data Harmonization  

- Examining/enacting any necessary laws and regulations  

- Designing technical ICT platforms, Security, Standards and Protocols  

- Capacity building and change management 

Process/Semantic 

Issues 

 Developing Business Use Cases; 

 Harmonizing/Proposing electronic documents and data requirements. 

Platform/Other 

Technical Issues 

 Agreed Common Architecture Design/ Connectivity Options; 

 Detailed To-Be Business Processes; 

 SW Interoperability Services; 

 Data Harmonization & Modeling;  

 Syntactic Messaging; 

 Common Communication Protocols;  

 Security Measures. 

Technical 

Interoperability 

Issues 

 Deployment of a common gateway protocol at each Member Country; 

 International Message Standard; 

 Establishment of interoperability specifications at Member Country level. 

 

1.5.2. The EU Single Window Environment for Customs 

 

The EU Single Window environment for customs is focused on customs formalities and involves 

stakeholders dealing with cross-border movement of goods. The objective of this platform is to enable 

economic operators to electronically lodge, and only once, all the information required by customs and 

non-customs legislation for EU cross-border movements of goods.6 

The business case for the new project "EU Customs Single Window: Certificates exchange (CERTEX)" 

has been approved by the Member States and the Commission in early 2017 to accommodate new 

certificates' integration and enhancement of the functionalities of the EU Single Window-Common 

Veterinary Entry Document EU SW-CVED phase. The "EU Customs Single Window: CERTEX" project 

is based on the EU SW-CVED pilot project. 

The enhancement of the functionalities of the EU SW-CVED consist of adding the quantity 

management functionality, and the possibility to generate and transmit certificates in a human-

readable format for the three certificates currently available in the EU SW-CVED (Common Veterinary 

Entry Document for Animals CVEDA, Common Veterinary Entry Document for products of Animal 

Origin  CVEDP & Common Entry Document CED). 

                                                                 
6 https://ec.europa.eu/taxation_customs/general-information-customs/electronic-customs/eu-single-
window-environment-for-customs_en 
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Three new certificates will be added to the project:  

 Forest Law Enforcement Governance and Trade (FLEGT)  

 Certificate of Organic Inspection (COI)  

 Common Health Entry Document for Plant Protection (CHED-PP)  

All three new certificates are managed by TRACES administered by the European Commission’s DG 

SANTE. 

The next project phase will cover the interconnection with the ODS2 Licensing system of DG CLIMA, 

allowing the exchange of information on the Ozone Depleting Substances Licenses (ODS) and 

Fluorinated Greenhouse Gases (FGAS). This interconnection is planned to be enabled in 2020. 

Problems the initiative aim to tackle:  

The international movement of goods must comply with several pieces of EU legislation in the field of 

customs, transport, sanitary, Phytosanitary, environmental protection and other legislation related to 

safety and security. Customs is the only authority that has a complete overview of the goods entering 

and leaving the EU territory. Customs authorities enforce more than 60 pieces of EU legislation at the 

EU external borders to protect the health and safety of the citizens and the integrity of the 

environment. To fulfill different regulatory requirements imposed by these legislative measures on the 

import export and transit goods, some issues are encountered: 7 

 The economic operators are often required to submit the same information to various 

competent authorities (governmental, regional or local) which have their own rules of 

procedure and working methods. Different government authorities carry out multiple controls 

and inspections on the same goods and supporting information  

 Under the current reporting model, the process of manual verification and controls performed 

by customs (of the documentation required by other competent authorities) represents a cost-

intensive and burdensome process, consumes significant human resources and poses the risk 

of human error or misconduct.  

 The increased digitalization of logistics processes (including IT developments in the customs 

domain, sanitary border control, maritime transport, etc.) creates opportunities to perform 

automated checks; however, these possibilities are presently not fully seized due to limited 

information sharing and disharmonized data management across policy domains. 

 The limited exchanges of information between the different authorities acting at the border do 

not only hamper the free flow of goods, but also weaken the security and safety of citizens, 

animals and the environment.  

To enhance cooperation between competent authorities involved in the cross-border movement of 

goods, some Member States have started developing national initiatives to provide single window 

services for customs. Nonetheless, these emerging national initiatives are characterized by different 

modalities and maturity levels. As a result, these isolated initiatives only offer limited benefits to trade 

in the context of the EU Single Market.  

Basis for EU intervention (legal basis and subsidiarity check):  

                                                                 
7 https://ec.europa.eu/taxation_customs/general-information-customs/electronic-customs/eu-single-
window-environment-for-customs_en 
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The legal basis is provided by Articles 33 and 114 of the Treaty on the Functioning of the European 

Union (TFEU). The objectives of the proposal cannot be achieved by the Member States alone in an 

effective and efficient manner for the following reasons:  

 Although some of the national single window services are currently structured around a 

decentralized model (or anticipated to adopt such system), an important role must be played 

at EU level in terms of harmonization and interoperability.  

 Data harmonization across different sectors requires EU action to facilitate submission, 

processing, exchange and checking of information.  

 The interoperability of national single window services, and ultimately the coherent 

development of a Single Window environment for customs could only be achieved through the 

establishment of a common framework.  

Thanks to this proposal, Single Window services’ development and integration will be harmonized, 

therefore, customs’ Single Window environment as well as the different stakeholders’ responsibilities 

will be duly defined. In addition, the exchange of information between EU certificates databases and 

national customs authorities will be standardized, allowing a coordinated implementation of non-

customs legislation.  

Objectives and policy options:  

a) Policy objectives: 

This initiative aims to support the development of an integrated and coherent electronic environment 

of single window services for customs with national and EU components. The general objective gives 

rise to a series of specific objectives that would together achieve the overall goal of the initiative:8 

 Improving working practices between customs and other competent authorities involved in 

the cross-border movement of goods  

 Determining a framework for data harmonization and enabling the re-use of data provided by 

economic operators  

 Defining a clear governance framework for the EU Single Window environment for customs.   

 Ensuring coherence and interoperability of all national and EU Single Window solutions where 

beneficial and appropriate.  

The initiative will take into consideration other relevant EU actions and policy developments in the 

context of trade and transport facilitation. 

b) Policy options: 

The impact assessment will consider several policy options for targeted EU level intervention. These 

options will be structured around two e-governance domains that facilitate information sharing and 

interaction between the stakeholders involved in the cross-border movement of goods: 9 

                                                                 
8 https://ec.europa.eu/taxation_customs/general-information-customs/electronic-customs/eu-single-
window-environment-for-customs_en 
 
9 https://ec.europa.eu/info/law/better-

regulation/initiative/1739/publication/228925/attachment/090166e5ba81febe_en 

https://ec.europa.eu/info/law/better-regulation/initiative/1739/publication/228925/attachment/090166e5ba81febe_en
https://ec.europa.eu/info/law/better-regulation/initiative/1739/publication/228925/attachment/090166e5ba81febe_en
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 The government-to-government (G2G) cooperation is expected to promote collaboration and 

coherence between customs and competent authorities to ensure a better alignment of the 

various sectorial regulatory requirements and efficient information sharing.  

 The business-to-government (B2G) segment would streamline reporting processes imposed to 

trade by the different competent authorities involved in the cross-border movement of goods.  

The baseline scenario is to maintain the present status and continue operating under the current scope 

of the EU Single Window certificates management project with no supporting legal proposal. A number 

of regulatory options to support the technical development will be assessed: 

 Measures to ensure a proper legal base for data exchange between customs and other 

competent authorities involved in the cross-border movement of goods. 

 A uniform interconnection between national customs declaration systems or national single 

window systems with the EU certificates databases to facilitate the standardization of 

information exchanges 

G2G cooperation:  

The G2G measures are anticipated to streamline the exchange of information between the national 

customs systems and other competent authorities’ systems and databases to enable the automated 

verification of certificates. Through this exchange, Member States’ customs administrations could 

access: 

 EU certificates stored in EU databases.  

 EU certificates stored in national databases.  

 National certificates stored in national databases.  

 Certificates issued by third countries relevant to the customs clearance process and 

certificates issued by competent authorities in compliance with EU legislation for which no 

database exists at EU or national level.  

B2G interaction:  

The B2G interaction could be addressed through different measures as indicated below:  

 A harmonized trader interface to interact with various EU certificate management systems.  

 Harmonized measures to set up national customs single window solutions providing trade 

with harmonized access points to fulfil regulatory formalities required for import, export and 

transit of goods.  

 Development of an EU Customs Single Window Trader Portal to fulfil customs and non-

customs regulatory formalities required for import, export and transit of goods.  

Various technical solutions are available within each option depending on factors like system 

connectivity and implementation of functionalities. The impact assessment will place special focus on 

the combination of policy options, which represent various complementary approaches to the EU 

customs Single Window initiative. 
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Table 2: EU Single Window Impacts10 

IMPACTS DESCRIPTION 

Economic 

 Significant financial gains and creation of value added services for both public 

administrations and economic operators 

 Reduction of trade barriers and transaction costs, thus a contribution to the 

competitiveness of the EU economy 

 Improvement of the efficiency and performance of trade flows by reducing the cost of 

duplication and accelerating logistics processes 

 An improved deployment of financial resources and reduced costs for developing and 

maintaining IT systems with standardized interoperability, including data definitions and 

procedures 

 The development of innovative infrastructure solutions to enable efficient, secure and 

reliable digital exchange 

Social 

 The increase of consumer confidence in market products 

 Facilitation of international trade, enhancement of competitiveness and increase of 

flexibility in the cross-border movement of goods, capital and labor, thus having a 

considerable social significance and an impact on employment 

 The early detection of fraudulent activities, thus maintaining public confidence in the 

integrity of the customs system 

Environmental 

 Duplication cost reduction, border activities efficiency and coordination increase and 

yields long-term environmental advantages in natural resources saving, reduced 

emissions and sustainable procurement 

 Protection of the environment, plants and animal welfare  

 Protection of endangered species by imposing strict requirements on the import and re-

export of these species 

Fundamental rights 

 Equal treatment of economic operators throughout the EU by also fostering increased 

integrity and transparency of the relevant customs activities 

 Coverage for all data protection aspects taken into consideration for any promoted 

technical requirements  

 Comprehensive policy framework for non-personal data to align existing differences 

between the Member States legislations 

simplification 

and/or 

administrative 

burden 

 Simple, straightforward and efficient cross-border international trade processes and 

procedures for traders and government services 

 Rational use of human resources and the allocation of financial costs by the Member 

States throughout EU 

 Simplified data sharing between authorities, integration of processes for performing 

coordinated and faster controls, better traceability and real-time statistics on 

movements of goods under restriction, faster clearance and release of goods, efficient 

channels of data submission to the competent authorities and reduced fraud errors 

 

 

 

                                                                 
10 https://ec.europa.eu/taxation_customs/general-information-customs/electronic-customs/eu-single-
window-environment-for-customs_en 
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1.5.3. New Zealand (NZFSA) and Australia (AQIS)  
 

The New Zealand Food and Safety Authority (NZFSA) and the Australian Quarantine and Inspection 

Authority (AQIS) exchange their electronic Sanitary and Phytosanitary certificates for facilitating 

import and export procedures by allowing electronic data cross-checking between those two agencies. 

NZFSA has responsibility for the protection of New Zealanders’ health and safety and the facilitation of 

international market access. 

 

Food Standards Australia New Zealand (FSANZ) contributes to a safe and healthy food supply by 

developing effective food standards for both New Zealand and Australia. Its decisions are based on the 

rigorous scientific assessment of risk to public health and safety. The system help easing and speeding 

up trade and improving regulatory control of agriculture and food products between the two 

economies 

 

Certification data are securely and directly transferred from government to government to reduce the 

opportunity for fraudulent activity and to improve efficiency at ports of entry by providing prior notice 

of imports. The E-cert can be available on the internet within minutes of authentication by the issuing 

government. 

 

Several interoperability projects could see the light of day according to the ASEAN-Australia-New 

Zealand Free Trade Agreement (AANZFTA), which came into effect on January 1, 2010 and opens up 

and creates new opportunities for approximately 663 million peoples of ASEAN, Australia and New 

Zealand, a region with a combined Gross Domestic Product of approximately USD 4 trillion as of 

2016.11 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

                                                                 
11 http://aanzfta.asean.org/key-aanzfta-trade-figures/ 

A Phytosanitary Certificate is an official document issued by the Horticulture and Plant Health Division 
of the Department of Agriculture, Food and the Marine to indicate that consignments of plants, plant 
products or other regulated articles meet specified Phytosanitary import requirements and are in 
conformity with the requirements of the National Plant Protection Organization (NPPO) of the Importing 
Country.  

 
 

 

Box 2: Definition of Phytosanitary Certificate 
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1.5.4. The Pacific Alliance (PA) 

 

The Pacific Alliance is probably the most dynamic integration effort in Latin America, encompassing 

four economies whose fundamental principles are those of a similar market policy (Table 3), and over 

the past 30 years or so, the Latin American region has adopted the market of open policies, which has 

led to sustainable growth. 

Table 3: Economic Indicators of Pacific Alliance Countries.  

INDICATORS CHILE COLOMBIA MEXICO PERU 
Gross Domestic 

Product - GDP 

2016 (PPP) 

US$ 439 billion US$ 689 billion US$ 2316 billion US$ 406 billion 

GDP per capita 

2016 (PPP) 
US$ 24113 US$ 14130 US$ 18938 US$ 12903 

Main Export 

destinations 

 China 

 European 

Union 

 USA 

 Japan 

 Mercosur 

 South Korea 

 USA 

 China 

 Spain 

 Panama 

 Venezuela 

 The Netherlands 

 USA 

 Canada 

 Spain 

 China 

 Brazil 

 Colombia 

 Germany 

 Japan 

 Venezuela 

 Chile 

 Germany 

 Brazil 

 Canada 

 Chile 

 China 

 South Korea 

 Italy 

 Japan 

 Spain 

 Switzerland 

 USA 

Main Exports 

 Cooper 

 Cellulose 

 Metal industry 

 Chemicals 

 Salmon 

 Wine 

 Fresh fruits 

 Petroleum 

 Coal 

 Emeralds 

 Coffee 

 Nickel 

 Flowers 

 Banana 

 Textiles 

 Chemical 

 Petrochemical 

products 

 Machines and 

electrical 

materials 

 Terrestrial 

vehicles and parts 

 Mineral fuels 

 Mechanical 

devices 

 Precious stones 

 Plastics 

 Vegetables, plant 

roots and tubers 

 Gold 

 Cooper 

 Silver 

 Zinc 

 Lead 

 Crude oil 

 Coffee 

 Potatoes 

 Asparagus 

 Paprika 

 Bananas 

 Mangos 

 Cacao 

 Quinoa 

 Blueberries 

 Urea 

 Textiles 

 Fishmeal 
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Origin of 

Imports 

 China 

 USA 

 European 

Union 

 Mercosur 

 Ecuador 

 South Korea 

 USA 

 China 

 Mexico 

 Brazil 

 Germany 

 Argentina 

 France 

 USA 

 China 

 Japan 

 South Korea 

 Germany 

 Canada 

 Italy 

 Brazil 

 Spain 

 Germany 

 Argentina 

 Brazil 

 Chile 

 China 

 Colombia 

 South Korea 

 Ecuador 

 USA 

 Mexico 

Main Imports 

 Fuels 

 Vehicles 

 Chemical 

products 

 Computers 

 Machinery 

 Mobile phones 

 Clothing 

 Corn 

 Petroleum 

 Plastics 

 Machinery 

 Vehicles 

 telecommunications 

equipment 

 Office machinery 

 Iron and steel 

 Wheat 

 Paper 

 Mineral fuels and 

products 

 Plastics and 

byproducts 

 Optical and medical 

instruments and 

devices 

 Organic chemical 

products 

 Petroleum and 

byproducts 

 Plastics 

 Machinery 

 Vehicles 

 Iron and steel 

Source: EY 2017, WB 2017 

The Trade Protocol has entered into force following the major guidelines of the Alliance. Thus, the 

countries have implemented a free trade area eliminating tariffs on 92 percent of goods. The 

reminding 8 percent should be freed in the period between 3 to 7 years and a selected group of 

products, strategic or sensitive for the countries, should be considered to obtain customs liberalization 

after 10 years. 

 

These efforts are meant to promote the growth of trade between countries by expanding the market 

access to different economic sectors and the trade dynamics amid them allowing and enhancing the 

creation of new production chains and investment. 12 

 

The members of the Pacific Alliance have pledged to use every means possible to facilitate trade and to 

develop a single window so that it can be interoperable with other SWS. 

The chapter on the foreign trade SWS in Article 5.9 clearly states that “Parties shall implement and 

improve their Foreign Trade Single Windows to streamline and facilitate trade, and they shall ensure 

their interoperability, in order to exchange information to facilitate trade operations. “ 

 

Among the most important achievements to date, members of the Pacific Alliance have highlighted the 

interoperability of their SWS, the electronic exchange of Phytosanitary certificates, the standardization 

of digital certificates of origin, the adoption of a methodology to reduce delays in the implementation 

of the Action Plan for Mutual Recognition of Authorized Economic Operators for Trade Facilitation in 

the Region. 

The project involves the creation of an interoperability platform to connect the Pacific Alliance 

countries' single window of trade (Chile, Colombia, Mexico and Peru) and targeted the exchange of: 

 Phytosanitary Certificates; 

 Certificates of Origin and Determination; 

 Customs Declarations. 

                                                                 
12 EY Report on pacific alliance, 2017 



                                                                                                              

 

29 
 

  

Facilitating Trade:                                                                        
The feasibility study on the interoperability of selected 
single window systems in the OIC countries 

 

The main objectives of this project are to: 

 Facilitate Cross-border trade; 

 Promote online e-Commerce; 

 Be a step-by-step guide for other countries integration; 

 Create knowledge of data and exchange documents in Foreign Trade. 

 

Table 4: Single Windows in Country Members of the Pacific Alliance 

SW COLOMBIA CHILE PERU MEXICO 

Date of 

implementation 
2005 2015 2010 2012 

Responsible 

Agency 

Ministry of Trade, Industry and 

Tourism 

Ministry of Treasury 

(Hacienda) 

Ministry of Foreign  

Trade  and 

Tourism 

Tax Administration  

Service(SAT) 

Scope/   Services 

 Exports; 

 Imports; 

 Registry of domestic 

producers; 

 Certificates of domestic 

production; 

 Join inspection   module. 

 

 Exports; 

 Imports; 

 Transit. 

 

 Exports; 

 Imports; 

 Port  Services; 

 Certificate of 

Origin. 

 

 Exports; 

 Imports; 

 Certificate of 

Origin. 

 

Number of 

agencies 
21 5 28 12 

 

For the Pacific Alliance interoperability is “the ability of the systems to enable the electronic exchange of 

information, aligned to internationally accepted standards”. 

The following figures show the conceptual architecture diagram of the Pacific Alliance and also the 

different steps and interaction of sending the certificate of origin between the country of origin and the 

country of destination 
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Figure 5: VUCE's Interoperability diagram (Flow) 

 

Source: Author’s own compilation 

Table 5: Some Technical Characteristics of the I.O Pack 

Presentation Layer 
Spring MVC - JQuery - HTML5 - CCS3 - Security - Authentication SSO - 

LDAP 

Data Access, Business Services and 

transactional elements 

JAVA Enterprise Editions - EJB 3.0 – DAO – JPA – Hibernate – Report - 

Spring MVC - JQuery - HTML5 - CCS3 – Document reference (Certificates) 

Physically (Binary files) – Index Archive 

Interoperability (SOA) Enterprise Service  Bus – BPEL  Process   Orchestration Engine 

Characteristics 

 Standardized Electronic Document Format; 

 Standardized Data and Metadata; 

 Authentication with Digital Signatures; 

 Transactional Router (sending and receiving messages); 

 Business Processes Channel; 

 Governance of interoperability; 

 Secure Internet Services Platform. 

Source: Author’s own compilation 
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Figure 6: Pacific Alliance Conceptual Architecture 

 

Lessons learnt: 

 Each country had different software control and management; 

 Countries favored national catalogs instead of international standards;  

 Each country had a local dataset and continued to use older versions for other 

countries;  

 Communication was complicated between stakeholders; 

 Countries were not aligned with standard UNCEFACT D13B catalogs. 

The planning, definition, construction, operation and maintenance of an interoperability project has 
never been an easy task. The challenges are always bigger 
 
, but so are its benefits, including secure and competitive foreign trade and coordinated border 
management. 
 
With the implementation of International standards and emerging technologies like Big Data and 

Blockchain the interoperability will be easier and faster to implement.  

This project is very ambitious because of its future project, several single windows and blocks could 

integrate into this chain, like MERCOSUR, SIECA or some ASEAN single windows. It is also planned to 

integrate other documents such as the Zoo-sanitary certificate and the electronic commercial bill. 
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1.5.5. Cross‐border Electronic Certificates of Origin between the Republic of Korea 

and Taiwan Province of China 

 

KTNET, which the government designated as a trade automation business (presently known as 

National Paperless Trade Infrastructure Provider) in 1992, has contributed to the innovative 

improvement of trade processes and reduction of trade-related expenses by realizing automation 

services for all the complex processes of export & import businesses through establishment of 

paperless trade infrastructure, achieving economic effects that reach US$ 5.57 billion annually. 

KTNET has dematerialized the certificate of origin through EDI message exchanges with the Korea 

Chamber of Commerce and Industry since 2000.Since the use of electronic documents requires greater 

political support, the Ministry of Commerce, Industry and Energy has enacted a "law on e-commerce 

facilitation" which mandates the use of a national single window for issuing and distributing 

certificates of origin and certain other electronic business documents. 

 

Since the certificate of origin had to be submitted to the customs authorities of the importing partners, 

the CoO had to be delivered in paper form. To make matters worse, some overseas customs authorities 

required a certified consular Certificate of Origin, stamped and registered with the embassy of the 

exporting country; this requirement was a setback for the establishment of a cross-border e-CO 

trading system. 

 

In 2004, KTNET proposed a non-preferential e-CO project to Trade-Van in Taiwan Province of China. 

However, it was impossible to implement the project without the participation of both governments. 

At a preliminary public-private partnership (PPP) meeting, the governments of the two economies 

reached an agreement to hold an annual bilateral meeting on paperless trade with the private sector. 

 

In 2005, the Republic of Korea held its first meeting on public-private partnerships with the Chinese 

province of Taiwan and proposed an e-CO project. A series of public-private partnership meetings on 

paperless trade in the Republic of Korea and the Province of Taiwan were organized. Among the 

regular participants are the Ministry of Commerce, Industry and Energy, the Korea Chamber of 

Commerce and Industry (KCCI) and KTNET of the Republic of Korea, and the Bureau of Foreign Trade, 

the authorities Customs and Trade-Van of Taiwan Province of China. 
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Figure 7: The e-CO Exchange Process 

 

Source: ANNEX1, UNITED NATION ESCAP13 

The detailed exchange process of e-CO (figure 7) is as follows: 

(a) The exporter from the Republic of Korea uses the uTradeHub (uTH) of KTNET, the web-based 

Republic of Korea Single Window for paperless trade, to complete the CO application form, and sends it 

KCCI; 

(b) KTNET sends the application to KCCI; 

 (c) Once the application is received, staff at the Chamber of Commerce and Industry accesses the 

customs system to view the customs clearance records and clearance reference number; 

(d) The staff check the consistency of the application and clearance information as well as the internal 

watch-list database; 

 (e) KCCI, as the CO issuing/verifying authority, approves the e-CO application using its own legacy 

system and sends a confirmation to the exporter through KTNET;  

(e) The exporter can access the e-CO database at uTH with inquiries according to the e-CO code issued 

and can download the e-CO message to the legacy system. However, exporters are not allowed to 

modify the e-CO issued by KCCI; 

                                                                 
13 e-CO Case Study, APEC, 2011. 
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 (f) The exporter sends the approved e-CO to the importer via the uTH of KTNET, which is 

interconnected with Trade-Van’s online e-CO service. Before the e-CO is delivered to Trade-Van, 

KTNET digitally signs the approved e-CO on behalf of KCCI and the exporter under the PKI mutual 

recognition framework of Pan Asian e-Commerce Alliance. It is no longer necessary for exporters to 

take the paper CO to the Taipei Mission office in Seoul or Busan for certification, as the digital 

signature technology provides more than sufficient assurance to Taiwan Province of China customs 

authorities on the origin, authenticity and integrity of the e-CO.  

In the meantime, the goods are shipped to Taiwan Province of China, which takes about three days on 

average. In Taiwan Province of China:  

(a) The e-CO system of Trade-Van sends the importer an e-mail notification that the e-CO has been 

received from the exporter;  

(b) The importer reviews the e-CO via the e-CO system of Trade-Van;  

(c) The importer assigns a customs broker to arrange the import declaration and provides the broker 

with the shipping documents;  

(d) The customs broker reviews the shipping documents and e-CO, and then creates an EDI import 

declaration;  

(e) The customs broker submits the EDI import declaration to customs through Trade-Van’s network, 

quoting the relevant electronic e-CO reference number. The TradeVan system automatically sends the 

e-CO together with the import declaration to customs;  

(f) The customs officials review the declaration and clear the goods for import. 

This case study of the electronic certificate of origin has shown several advantages in terms of cost 

reduction for both importers and exporters in both countries. The main improvements made by the e-

CO service in relation to the paper-based CO process are detailed below. 

 

Table 6: Savings for the Exporter from the Republic of Korea14 

Savings for the exporter from the Republic of Korea  

The total savings for the exporter amount to a time administrative savings of 4 hours and 20 minutes (equivalent to US$ 74 at 

US$ 17 per hour) 

A direct expenses saving of US$ 143.50 

A reduction in the processing time of two days on the export side of the process 

The total benefit from the above improvements amounts to US$ 217 per shipment and a two-day reduction in the time spent on 

processing 

                                                                 
14 https://www.apec.org/-/media/APEC/Publications/2011/11/Facilitating-Electronic-Commerce-in-

APEC-A-Case-Study-of-Electronic-Certificate-of-Origin/2011_psu_e-CO-Case-Study-2011.pdf 

https://www.apec.org/-/media/APEC/Publications/2011/11/Facilitating-Electronic-Commerce-in-APEC-A-Case-Study-of-Electronic-Certificate-of-Origin/2011_psu_e-CO-Case-Study-2011.pdf
https://www.apec.org/-/media/APEC/Publications/2011/11/Facilitating-Electronic-Commerce-in-APEC-A-Case-Study-of-Electronic-Certificate-of-Origin/2011_psu_e-CO-Case-Study-2011.pdf
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Table 7: Savings for the Importing Customs Broker15 

Savings for the importing customs broker 

Time administrative savings of 7 hours and 15 minutes (equivalent to US$ 58 at US$ 8 per hour) 

Direct expenses saving of US$ 147 

A reduction in processing time by three days on the import side of the process 

Time saved from avoiding the need to send the paper CO to Taiwan Province of China 

Source : Author’s own compilation 

 Despite the success of the cross-border certificate of origin project between these two countries, there 

are certain limitations and some important lessons to be observed: 

 The use of a private standard following the absence of an international framework, prevents 

the extension of the service outside the PAA region; 

 The existence of a bilateral public-private partnership dialogue helped stakeholders to share 

their points of view to understand each other; 

 An extensive capacity building program was not needed since the economies of both countries 

were well established for cross-border transactions; 

 It took almost five years to develop a memorandum of understanding; 

 Despite the fact that the certificate of origin is one of the key documents, without providing all 

the documents in electronic form, and without covering the entire international supply chain 

with documentation in electronic form, the benefits will be limited. 

1.5.6. IPPC ePhyto Hub 

 

The International Plant Protection Convention (IPPC) is an international plant health agreement that 

aims to protect cultivated and wild plants by preventing the introduction and spread of pests. 

International travel and trade are greater than ever before. As people and commodities move around 

the world, organisms that present risks to plants travel with them. 

The IPPC has just launched during the year 2018 a Phytosanitary Certificate Exchange Hub, this Hub 

allows any country that fulfills the necessary conditions to connect and exchange ePhyto certificates 

electronically with all connected countries. 

The other possible solution for the exchange of Phytosanitary certificates mentioned earlier in this 

study (ePhyto Exchange between New Zealand and Australia) is the point to point aimed at connecting 

two countries to exchange their electronic certificates, this solution would require on average 50 000 

USD for each new connection (need to apply the necessary modifications to integrate the new system) 

and is therefore not very efficient when it comes to several connections needed. 

                                                                 
15 HTTPS://WWW.APEC.ORG/-/MEDIA/APEC/PUBLICATIONS/2011/11/FACILITATING-ELECTRONIC-
COMMERCE-IN-APEC-A-CASE-STUDY-OF-ELECTRONIC-CERTIFICATE-OF-ORIGIN/2011_PSU_E-CO-CASE-
STUDY-2011.PDF 

https://www.apec.org/-/media/APEC/Publications/2011/11/Facilitating-Electronic-Commerce-in-APEC-A-Case-Study-of-Electronic-Certificate-of-Origin/2011_psu_e-CO-Case-Study-2011.pdf
https://www.apec.org/-/media/APEC/Publications/2011/11/Facilitating-Electronic-Commerce-in-APEC-A-Case-Study-of-Electronic-Certificate-of-Origin/2011_psu_e-CO-Case-Study-2011.pdf
https://www.apec.org/-/media/APEC/Publications/2011/11/Facilitating-Electronic-Commerce-in-APEC-A-Case-Study-of-Electronic-Certificate-of-Origin/2011_psu_e-CO-Case-Study-2011.pdf
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The HUB solution would be estimated at between 200,000 - 500,000 USD and would allow a wider 

spectrum of trade and the maintenance costs should be less than 350 000 USD per year (for 6millions 

transactions). 

The advantages of a hub or a point to point option depends on whether the IPPC facilitates a single 

transaction control protocol (TCP) for the exchange of ePhyto certificates between National Plant 

Protection Organizations (NPPOs). If it does, then both options have different advantages and each 

NPPO will need to determine which approach best addresses its needs and concerns. If the IPPC does 

not facilitate such standardization, then a single point hub system has several operational advantages 

over the point-to-point option.16 

Figure 8: The IPPC ePhyto HUB Schema 

 

Source: The international year of plant health and other future challenges for the IPPC,  Ralph Lopian 

To participate in electronic certification a country would need to have an electronic certification 

system that has a least the following functionalities: 

a. Enter Phytosanitary certificate data electronically; 

b. Produce Phytosanitary certificates (ePhytos including electronic and/or paper);  

c. Send  ePhytos; 

d. Store of electronic Phytosanitary certificate data; 

e. Receive ePhytos; 

f. Decrypt ePhytos; 

g. Validate the structure of the ePhyto message; 

h. Read/view/print/produce pdf of ePhytos. 

 

Benefits of ePhytos  

                                                                 
16 A GLOBAL ePHYTO FEASIBILITY STUDY By Brian Christie for the IPPC/CPM ePhyto Steering Group 

ePhyto is short for “electronic Phytosanitary certificate”. An ePhyto is the electronic version of the 

information contained in a Phytosanitary certificate. All the information contained in the Phytosanitary 

certificate is also detailed in the ePhyto. ePhytos can be exchanged electronically between countries or the 

data printed out into a paper-based Phytosanitary certificate 

 

Box 3: Definition of ePhyto 
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The use of a single global standard, ISPM 12:2011 (Phytosanitary Certificates), for electronic 

Phytosanitary certification (ePhyto) provides a number of benefits, in comparison to paper-based 

Phytosanitary certification, to both exporting and importing countries: 17 

 Reduce possibilities for fraudulent documentation;  

 Reduce data entry and validation functions by NPPO staff;  

 Improve security in transmission of certificate documentation;  

 Improve planning for the arrival and clearance of plants and plant products at 

customs; 

 Reduce delays in receiving replacement Phytosanitary certificates;  

 Maximize the investment by building on existing initiatives; 

 Reduce ongoing and costly bilateral arrangements; 

 Ability to link into the World Customs Organization initiative and harmonize 

codes and processes. 

 

 

 

 

 

 

 

 

 

1.6. Synthesis 
 

The case studies that have been analyzed give an idea of the different experiences around the world as 

well as the impact on the regional economy. 

However, each experience remains unique and depends on several factors, in the case of Australia and 

the New Zealand it is the importance of the commercial trade in food which led to the establishment of 

an automated exchange of data even before the establishment of SWS, for the ASEAN SW, is the 

existence of mature SWS and the desire to build a RSW for South East of Asia. As part of this study, the 

proposed solution will not only need to interconnect Tunisia, Cameroon and Morocco, but will instead 

provide a pluggable platform that can be adapted to any SWS wishing to interconnect, including SWS in 

OIC member countries. 

1.6.1. Benefits 

 

                                                                 
17 IPPC ePhyto Factsheet #3 

Interview with Nico Horn, Chair of the IPPC ePhyto Steering Group (IPPC, 2016) 

How would the implementation of the ePhyto benefit international trade?  

The trade will become much quicker, allowing the exporting country to insert and share information almost 

in real time.It should also help reduce fraudulent certificates by using secure, direct exchange between 

national plant protection organizations. 

The harmonized data format and content should make it easier to reuse the information for other purposes, 

and will help to ensure the information is more complete and correct. 

Speeding up the certification processes and eliminating the expensive paper for certificates will help to 

make the process more cost effective. 
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The case studies presented above have demonstrated the advantage of having interoperable SWS. 

OECD and WTO studies on the Pacific region have shown a 30% gain in the completion time of 

administrative processes and a saving of more than $ 50 million in time and paper. Peru hopes to 

further reduce the number of days needed for international trade procedures from 8.4 in 2014 to 6.4 

in 2021. The use of the electronic form should also considerably reduce the costs of commercial 

transactions. 

Table 8: Benefits for Governments and Businesses 

Experience Benefits for governments Benefits for Businesses 

ASEAN SW 

 

 Risk management; 

 Improved compliance; 

 Pre-arrival processing; 

 Traceability of support documents; 

 Validation of point of origin; 

 Real-time updates of regional code sets; 

 Promotes harmonized regional procedures; 

 Enable businesses to reduce the amount of 

time they spend waiting for goods to be 

cleared and chasing down permits and 

certifications; 

 Reduced bureaucracy in both the national 

and regional coverage; 

 Reduce the number of hard copy 

submissions to all ASEAN member states; 

 Custom clearance and cargo clearance are 

more efficient; 

 Better transparency in the export import 

environment. 

 More efficient supply chain; 

 Pre-arrival processing/clearance; 

 Customs transit regime; 

 Reduce paper submission; 

 Promote data convergence and re-

usability;  

 Enhance track-and-trace; 

 Improve predictability and reduce costs; 

 Traders receive benefits for their business; 

 Reducing export cost by 10% in 2020; 

 One single location for business to go and 

get the permits and certifications that they 

require to import and export goods. 

The INSW tried to estimate the benefits from the 

logistics cost saving after the implementation of 

ASW :  

- Assuming that the courier cost of each 

ATIGA Form D document is 50 USD, and 

the statistically recorded document 

exchange per year is 80 000 documents 

under ASW; the total cost saving is 

calculated to be  

80 000 * 50 USD = 4 million USD 

- Assuming Port Storage Cost per day is 20 

USD and the average container dwelling 

period waiting for the hardcopy of ATIGA 

Form D to be received by customs = 7 

days; 

The total cost saving for this item is  

80,000 * 140 USD  = 11.2 million USD 
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Australia and 

New Zealand 

 Better Risk Management; 

 Exchange of Intelligence Information and 

risk indicators; 

 Custom clearance is more efficient; 

 Reducing fraudulent activities; 

 Improve efficiency at the port of entry. 

 

 Saving about 100 USD per transaction; 

 Enhancing the security of traded foods and 

agricultural products; 

 Improve price productivity; 

 Reduction in average processing times; 

 Reduce the risk of transporting perishable 

and time sensitive goods; 

 Reduce paper submission. 

The Pacific 

Alliance 

For Peru :  

 Time has been reduced each year by 30%; 

 More than 10 million sheets of paper saved ; 

 Estimated total savings of US$50 million, 

including reductions in travel, time and paper. 

 Improve price productivity; 

 Reduction in average processing times; 

 Reduce paper submission. 

 

EU Single 

Window 

 Elimination of possible risks of animal, plant 

and public health threats by enforcing 

controls on the import of foods and plant 

products 

 Seamless interaction between traders and 

competent authorities involved in the cross-

border movement of goods 

 A further cooperation between the relevant 

competent authorities and customs services 

as well as provisions on targeting controls 

based on the risks involved 

 A better enforcement of many EU-wide 

policies to protect citizen 

 Improve price productivity; 

 Reduction in average processing times; 

 Reduce paper submission; 

 Importers can better anticipate actions on 

arrival. 

 

 

Republic of 

Korea and 

Taiwan Province 

of China 

 

 Better Risk Management; 

 Custom clearance is more efficient; 

 Reducing fraudulent activities; 

 Improve efficiency at the port of entry. 

 

 A direct expenses saving of US$ 143.50 

 A reduction in the processing time of two days 

on the export side of the process 

 The total benefit from the above 

improvements amounts to US$ 217 per 

shipment and a two-day reduction in the time 

spent on processing; 

 The total savings for the exporter amount to a 

time administrative savings of 4 hours and 20 

minutes  

 For Exporters : Reduction of two days in 

processing time and cost savings of USD 274 

per container; 

 For importers: Reduction of three days in 

processing time and cost savings of USD 397 

per container. 

IPPC ePhyto Hub 

 Globally harmonized approach for electronic 

Phytosanitary certification (ePhyto) in 

accordance with an adopted International 

Standard for Phytosanitary Measures (ISPM) 

12 Phytosanitary Certificates; 

 Use of harmonized international e-business 

standards between governments  

 Use of existing systems in facilitating e-

certification reduces development costs;  

 Reduced data entry and validation activities 

 Importers can better anticipate actions on 

arrival. 
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by national plant protection organizations 

(NPPO) improving efficiencies; 

 Reduced delays in receiving replacement  

e-Phyto Certificates when required; 

 Improved security in the transmission of 

Certificates regarding paper certificates; 

 Efficiencies in arrival and clearance of 

plants/plant products at the point of entry;  

 Potential to link with the World Customs 

Organization “Single Window” initiative and 

to harmonize codes and processes 

1.6.2. Challenges Faced 

 

The experiences mentioned above have shown not only benefits but also challenges to surpass, 

these challenges must be taken into account in the implementation of any interoperability 

project as they may prove to be blocking or even lead to the failure of a project.The following 

table lists the different challenges encountered during the implementation of interoperability 

projects: 

  

Table 9: Challenges Faced in Establishing Interoperability  

Experience Challenges 

ASEAN SW 

 Parties were at different levels of economic development,  the interest and expectations on the 

regional SW were relatively diverse 

 Significant time was spent in decision making based on consensus and compromise 

 Planning and preparation costs could be high and financial constraints remain an issue (e.g. 

implementation of the ASW Pilot is very much dependent on external funding)  

 Operating and maintaining a SW at the regional level requires more than Information and 

Communications Technology personnel to manage the Regional Services and the regional 

network. It requires sustainable source of revenue, a budget to manage expenditures, and agreed 

locations to house staff and the Regional Services server 

 Need an agreed business model to govern and sustain the regional SW operation 

 Business process reengineering needs to be carried out to streamline the cross-border processes, 

followed by data harmonization:  

- Different risk criteria on commodities  

- Different level of compliance of traders  

- Issue of security of cross-border exchange of data  

- Operation Certification Procedure for ATIGA Form D (preferential CO in ASEAN) requires manual 

signature on paper document  

 Functional integration of local SW with regional SW   

 Effective regional and NSW Legal Frameworks need to be in place and such legal matters tend to 

be complex 

 Significant time was spent in negotiating and deciding on a common ASW architecture and in the 

configuring and deploying the ASW Solution 

 Technically, the most crucial challenge in implementing SWSII among ASEAN Member Economies 

has been related to harmonization of data structure and process flow since each economy has its 

own SWS. 
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Australia and 

New Zealand 

 Connectivity, IT infrastructure and technical capacity  

 Legal and policy framework for the use and the exchange of electronic messages  

 Funding for development and operation of eSPS certification systems  

 Buy-in of senior level government officials  

 Coordination between relevant agencies and stakeholders 

The Pacific 

Alliance 

 Acceptance of electronic documents by local governments 

 Limited geographical coverage: PAA’s service area was limited to certain countries and economies 

in the Asian region 

 Slow implementation: Unlike domestic paperless trade promotion, cross-border paperless 

transaction requires more time and resources to be realized 

 Technical gap: The readiness for cross-border transaction service was different among countries 

and economies of the PAA members. 

Republic of 

Korea and 

Taiwan Province 

of China 

 The use of common international standards; 

 Cooperation between public and private sectors; 

 Capacity gaps among the parties; 

 Harmonization of different legal framework; 

 Lack of coordination mechanism; 

IPPC ePhyto Hub 

 Unlike plant health, lack of standard certificate makes negotiation more complex  

 Lack of standardized exchange protocols (considerable investment required to deal with non-

standard data requirements); 

 Lack of political goodwill (sometimes buy-in at top level, BUT resistance of midlevel 

management);  

 Adequate legislative framework; 

 High costs of establishing a system (possible solutions turnkey systems payment on usage e.g. 

Philippines, development assistance?); 

 Weak SPS systems: Paper-based system needs streamlining to start with; 

 Lack of collaboration framework between relevant national agencies (Inter-agency competition)  

 Weak ICT infrastructure in agencies in charge of SPS matters;  

 Challenges of the system's sustainability. 

 

Source: Author’s own compilation ( From the multiple sources mentioned previously) 

1.6.3. Lessons Learned 

 

Giving to the stated case studies and according to another study that was performed by ESCAP, 

numerous elements were proven to be indispensable for the creation of an interoperability solution in 

good conditions, the key elements to the founding of a cross-border SWI can be short list in the below: 

 

Legal interoperability:  

 

 Joint recognition and trust of cross-border electronic information exchanges and their operators 

must be formed, for example, by laws and regulations passed for the recognition of electronic data 

exchanged across borders, the joint recognition of cross-border certification authorities and 

approved service-level accords; 

 The ratification of the Protocol of Legal Framework to Implement a Regional Single Window can 

result in some delays; 

 The legal foundation to drive broad institutional reform and the establishment of the Regional 

Single Window should be supported by law; 
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 ASEAN’s decision making based on consensus and compromise solutions takes time. 

 

Operational interoperability: 

 

 Inter-government association, e.g., through the Steering Committee and working groups for cross-

border interoperability of SWs is ought to be authorized under the high-level policy decision 

makers of the contributing countries; 

 A solid coordinating secretariat with suitable resources is required to manage and synchronize 

the work of the Steering Committee and the working groups; 

 Precise business requirements and mutually-agreed goals for cross-border interoperability is 

ought to be cautiously articulated, particularly by capturing the needs of the users and the 

potential beneficial stakeholders; 

 Capacity-building and awareness establishment as to enable a mutual understanding amongst the 

policy decision-makers, the policy managers and the technical teams must be uninterruptedly 

performed; 

 Business model and governance for sustainability should be identified as early as possible once 

implementation approach is decided; 

 Intellectual leadership is important to provide fresh ideas and learn from others’ experiences; 

 Engagement in inter-sessional discussion is crucial to meet deadline 

 

Process Interoperability:   

 

 Development and sustainable procedures and operations of NSW, and the interconnectivity amid 

NSWs must be guaranteed. Cross-border SWI must cover common G2G regulatory-related 

 The usage of international standards would permit a native exchange of data since this 

information matches to the same set-ups. 

 Quite a few elements could be challenging in setting up an interoperable system, particularly if the 

measures are not associated at all stages or if one of the stakeholders does not use the diverse 

existing standards( despite the existence of international norms and standards such as those of 

UN / CEFACT, there are however some cases where the documents may have some specificities 

from one country to another); 

 Business Processes reorganization to support electronic data exchange across borders is ought to 

be scrutinized, designed and agreed on. 

 

Technical and Data interoperability:  

 

 The connectivity model and mutual technical protocols must be arranged and approved among 

the contributing countries; 

 Shared data interpretation must be created and recognized by conducting data harmonization and 

standards in order to permit meaningful cross-border data exchanges and sharing; 

 Every stakeholder must guarantee that the technological architecture is well implemented in 

order to guarantee a reliable data exchange; 
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2. Analysis of SWS in Tunisia, Cameroon and Morocco 

2.1. Single Windows and Cross-Border Trade Measures in the OIC member 

countries 
Several studies have been conducted to establish a situation of SWS around the world. Among the 

organizations with studies on trade facilitation and SWS are the OECD and the United Nations Regional 

Commission (UNRC). 

The UNRC Survey 2017 shows that OIC’s performance on implementing Cross-border paperless trade 

turned out low, letter of credit are still paper-based documents in more than 70 per cent of the OIC 

member countries. The Laws and regulations for electronic transactions have the highest level of 

implementation with over 70 per cent of members fully or partially implementing it.  

Sanitary and Phytosanitary certificates and certificates of origin are, however, exchanged in paper 

form in almost all OIC member countries (Figure 9) 

 

Figure 9 : Implementation of Cross-border paperless trade measures 

 

Source: ESCAP, based on UN Global Survey on Trade Facilitation and Paperless Trade Implementation 2017 

An in-depth study on OIC member countries' single windows was conducted by the COMCEC 

COORDINATION OFICE, which covered 57 countries and covered several aspects. 

A regional group analysis on the implementation of one-stop shops revealed that: 

 

44% of African OIC Member States have an operational single window; 

34% of the Asian member countries of the OIC have an operational single window; 

32% of the Arab member countries of the OIC have an operational single window 
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Figure 10 : Status of implementation of single windows of OIC member countries by sub regions 

 
Source: Single Window Systems in the OIC Member States, COMCEC COORDINATION OFFICE 18 

The same study has shown that there is a correlation between having a high income and having an 

operational Single Window since the countries with a high income almost all have an operational 

Single Window. 

 

Figure 11: OIC Single Window Implementation Status by Development Level 

 
Source: Single Window Systems in the OIC Member States, COMCEC COORDINATION OFFICE 19 

 

Referring to a more recent UN report20, there is a clear improvement in the situation of the OIC 

member countries as the greatest progress has been Sub-Saharan Africa, where the reported 

implementation rate increased by 17 % (from 38.0% to 55.2%) between 2015 and 2017. Follow-up in 

the Middle East and North Africa with an increase of 12.6 %. 

 
Figure 12: Paperless Trade Implementation around the World by Regions 
                                                                 
18 
http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/basi
c-html/page-1.html 
19 
http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/basi
c-html/page-1.html 

20 UN Global Survey on Trade Facilitation and Paperless Trade Implementation 2017. 

http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/basic-html/page-1.html
http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/basic-html/page-1.html
http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/basic-html/page-1.html
http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/basic-html/page-1.html
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Source: Single Window Systems in the OIC Member States, COMCEC COORDINATION OFFICE 21 

2.2. Different Types of Single Window 

2.2.1. Typology per Governance Model  

2.2.1.1. Centralized, distributed and mixed concept of SW 

 

This model consists of placing the Single Window at the level of an information system with all of the 

stakeholders.  Often this model proves high effectiveness when used for procedures that are primarily 

linked to the entity in charge of the Single Window. However, the rest of the formalities related to the 

external trade logistics chain is not dealt with at the same level of priority and importance. 

The approach can easily obstruct the progress made by the multi partner dematerialization projects, 

given that the majority of stakeholders do not share the same level of commitment in regards to the 

success of the implementation of the Single Window concept.  

Figure 13: Single Window Placed at the Level of a Given Authority 

 

Source: Author’s own compilation 

2.2.1.2. Independent Single Window Connecting Global Authorities   

 
                                                                 
21 
http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/b
asic-html/page-1.html 

http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/basic-html/page-1.html
http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2/files/assets/basic-html/page-1.html
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This concept consists for the creation of an entity responsible for the installation, management and 

maintenance of Single Windows. Indeed, this entity is most stakeholders’ field of coverage of the 

virtual Single Window services.  In applying this model of governance, the virtual Single Window can 

have three types of mode of integration with partner information systems:   

 The Independent Single Window (ISW) does not integrate the trade partners and deals solely with 

the conveyance of data and documents; 

 The ISW integrate the trade rules of the partners and manages the dematerialized procedure in the 

form of a decision-making system; 

 The ISW is connected to the partners and intelligently manages the transactions and optimizes data 

management without integrating the trading rules of the other entities. 

 

Figure 14 : Independent Single Window Linking Global Authorities 

 

Source: Author’s own compilation 

2.2.2. Typology per Importance and Integration Perimeter 

2.2.2.1. Single Window Limited to a Community 

 
The most common cases in terms of single windows are the Windows Single and Airport Single 

Windows ports. However, these single window models do not have much impact on the foreign trade 

value chain. By dealing only with its coverage area, the Single Window represents only a very small 

part of the foreign trade logistic chain, of which impact is negligible in the value chain. 
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Figure 15: Single Window Limited to a Community 

 
Source: Author’s own compilation 

A Single Window limited to a community or to a few bodies would therefore have only a limited scope 

to the extent in which the segments of intervention between the relevant actors are common. A much 

broader vision proves that it will be there more efficiency via integrating the Single Window to the 

entire logistical chain of external trade. 

 

2.2.2.2. Single Window of the external trade logistical chain 

 

The Single Window of the logistical chain of external trade procedures represents an interoperable 

virtual platform enabling integration via the implementation of Common Desktop Environments (CDE) 

and information systems of all actors partaking in external trade. 

 

Figure 16: Single Window of the Logistical Chain of Foreign Trade  

 
Source: Author’s own compilation 
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The primary objective of this Single Window model is the dematerialization of import/export process 

and integration from one end to the other in the national and regional logistical chain.  

Through such vital integration, the economic operator is provided with an electronic Single Window to 

perform on a daily basis in simple and efficient manner, all the import and export operations.  

By adopting this concept, a large capacity for anticipation, productivity, cost control and traceability of 

international operations is made possible. 

 

However, the deployment and implementation of the Single Window with such wide coverage must 

proceed hand in hand with appropriate governance and the implication of the majority of participants 

in the logistics chain.  

 

Box 4: New Typology of Single Window Systems22 

 

 

 

 

 

 

2.3. Single Window Case Studies 
 

In the current situation, trade between the Cameroon, Morocco and Tunisia is not carried out on the 

basis of dematerialized procedures; all import or export operations are subject to the filing of 

declarations and annexed documents in paper form. 

This rule applies to both exporting and importing countries. Strict compliance with this rule is 

required, even in the case of certain documents which are the same and which are required by law to 

be filed in paper form in the countries of import and export, such as certificates of origin, SPS 

certificates or certificates attesting conformity with the so-called technical standards.  

The standardization and standardization of electronic messages and documents (WCO Data Model, 

UNTDED) has allowed that the import or export declarations made to the respective customs 

administrations contain approximately the same data concerning the importer, the exporter, goods 

and means of transport. Despite the existence of almost identical data, these documents remain 

different media from one country to another, classified in paper format at the various customs offices 

of Tunisia, Morocco and Cameroon. Each country has its own customs declaration template, however: 

 The total dematerialization of customs procedures in Morocco since 1 January 2019, no paper 

documents are required to be filed with customs services. The agreement issued to the 

customs by the national telecommunication agency has just been dematerialized via the 

Moroccan Single Window.  However, the documents issued by the OGA's of the issuing country 

such as the certificate of origin and the sanitary and Phytosanitary certificate are required in 

paper form. 

                                                                 
22 A UN/CEFACT recommendation project on the core principles of the operation of Single Window (In 
progress , Lead Projects: M. Jalal Benhayoun and M.Richard Morton )  

New ideas on the typologies of Single Windows are now being observed worldwide, for example: 
 

Systemic importance of Single Window: when it is for just one Single Window for the 
international trading operations of a country, it manages multiple operations placed on the critical 
path of the several important processes of the international trade in a given country. 
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 Experience of access to data from the various declarations lodged under the Euro-

Mediterranean Free Trade Agreement known as the Agadir Agreement, of which Morocco and 

Tunisia are members 

It remains clear that among the objectives for the medium term, and whose implementation remains 

highly dependent on the project of interoperability,is setting up a common model of customs 

declarations, transmitted electronically and legally accepted by all three country (for import and 

export). In the meantime, the implementation of this system interoperability requires as an immediate 

prerequisite the mutual recognition of SPS certificates and Certificates technical aspects related to 

compliance with standards and acceptance certificates of origin issued and transmitted electronically 

between private operators and the various administrations concerned from the three countries. To 

this end, national legislation should be reviewed and bilateral agreements should be revised, or 

concluded on where appropriate, to establish the legal basis for the dematerialization and electronic 

transmission of these documents. 

This prerequisite falls within the scope of the legal pillar and regulatory framework for the 

implementation of the system interoperability of national SWS. This mutual recognition makes it 

possible to greatly reduce the complexity and unpredictability of procedures, which constitute major 

non-tariff barriers, reduce delays and costs, ensure data reliability and control fraud. 

2.3.1. PortNet: Single Window of Kingdom of Morocco 

 
Initiated in 2008 by the national port authority in inclusive collaboration with all stakeholders in 

external trade, the purpose of the PortNet project is to boost business competitiveness. The national 

Single Window for External Trade procedures has assisted over 40 000 users among  which 33000 

importers and exporters, 17 banks, 7 public administrations and ministries, as well as hundreds of 

private operators to carry out on a daily basis their operations via this platform. (Figure 17) 

 

Figure 17: Number of Partners Connected to PortNet 

 
Source: Author’s own compilation 
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According to the Figure 18, the average time spent on hold for containers fell from 13 to 7 days and 

legal registration of import documents on average requires only 2.37 hours and inspection shortened 

to an average of 3 days.  The implementation of PortNet also made possible much greater fluidity and 

traceability in the movement of goods exported and imported via proactive use in the exchange of 

information and data, in connection with the products, thanks to the digitalization of all information 

systems of the relevant actors in Single Window external trade. While the third aspect had to do with 

the new mechanisms relative to the electronic payment of all billing for services relative to 

import/export operations. 

 

PortNet is a primordial basis fostering attraction of foreign investors. The availability of this platform 

has made it possible to improve the competitiveness of Moroccan businesses.  On it all the formalities 

required for import/export are dealt with. 

 

Figure 18: Continuous Improvement of the Port Transit Chain Performance 

 
Source: Author’s own compilation 

2.3.1.1. Scope and Scale 

 

The PortNet Single Window is an electronic platform for the interchange of data between maritime 

forwarding operators, the national port authority, port operators, forwarding agents, commercial 

banks, insurance companies, ministries, transport agencies, transport companies, airport operators, 

Importers and exporters, administration of customs and indirect taxes and other administrations.  

 

The PortNet Single Window runs within an electronically distributed architecture through which data 

are automatically exchanged with external computerized system such as the customs management 

system BADR (Automatic; the basis of customs in network) and computer-based system ONSSA 

(National Sanitary Security Bureau for food products). This enables transparent submittal of all 

documents via PortNet and data exchange with all the relevant agencies. 
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2.3.1.2. Legal Framework 

 

PORTNET S.A was created pursuant to Decree No. 2-10-146 of April 26, 2010 with initial capital of 0.7 

million USD and operating capital of 3 million USD. Its chief mission was to develop and operate the 

Single Window. 

The creation of PortNet fits perfectly within the framework of the different strategies initiated in 

Morocco, aiming notably at the improvement of the business climate, the competitive logistics 

environment and the E-government 

PortNet allows the facilitation of foreign trade operations and the control of costs and deadlines and 

the improvement of competitiveness through the interconnection it provides between all public and 

private stakeholders involved in the import and export operations. 

2.3.1.3. Governance and Organization 

 

PORTNET S.A is a community structure in which various actors in the shipping industry and providers 

of international trade, related services as well as the governmental agencies are represented in the 

management. It is mainly the National Port Agency (ANP), shipping agents, freight forwarders, 

customs administration, handlers, Chamber of Commerce, Carriers. 

Regarding the financial aspect, the total cost of the initial investment in the SW is estimated at USD 4 

million, of which 3.8 million USD was provided by the ANP, 0.3 Million  USD from the equity of 

PORTNET S.A. While the operating and maintenance costs are fully covered by the budget of PORTNET 

S.A. 

PORTNET S.A collects different fees: usage fee per transaction including a specific number of document 

requests; and an annual membership fee of 300 USD at the beginning of each year. 

2.3.1.4. Operational implementation of the Single Window (evolutionary 

process) 

 

PortNet is an electronic platform that enables and facilitates the exchange of data between transport 

companies, the national port agency, port and airport operators, forwarding agents, commercial banks, 

insurance companies and administrations.  

Its implementation has been carried out gradually:  

2000: A pilot project to dematerialize the manifest at the port of Casablanca  

2011: Launching of the PortNet system: port procedures, those notably related to the arrival of the 

boats and the manifest.  

2014: Update of the national plan for the simplification of procedures (14 trade facilitation projects 

were recommended by this plan) with the aim of digitalizing all the procedures and commercial 

documents by 2021.  
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2.3.1.5. Integrated Partners 

 

PortNet currently has more than 40,000 users, including more than 33,000 importers and exporters, 

1143 freight forwarders, 17 banks and more than 7 administrations. The PortNet Single Window is an 

electronic platform for the exchange of data between: 

 

 Transport companies;  

 The National Port Agency  (ANP); 

 Airport / port operators; 

 Freight forwarders; 

 Banks; 

 Importers and Exporters; 

 Handling operators; 

 Commercial banks; 

 Administration of Customs and Indirect Taxes (ADII); 

 Insurance companies; 

 National Council of Foreign Trade (CNCE); 

 National Health Security Office of Food Products (ONSSA ); 

 Ministry of Foreign Trade; 

 Exchange office; 

 National Telecommunications Regulatory Agency(ANRT); 

 Ministry of Industry, Trade, Investment and the Digital Economy; 

 Other Administrations. 

 

2.3.1.6. IT Architecture and Infrastructure 

 
The PortNet IT architecture is based on a distributed architectural model, meaning that the agencies 

involved in the Single Window operate independent computerized system that are inter-connection 

and interoperable with PortNet; for example BADR run by the customs authority.  In this configuration 

PortNet is a layer for data and information exchange in an organized manner. 

 

Data acquisition and integration is processed in the Single Window application layer (validation rules) 

and conveyed for submittal to end users for future processing. After data acquisition and the decision 

of the relevant agency, the agency’s computer system submits the data and information on PortNet to 

the end users (business operators, customs, port authorities, transport logistics, etc.).  Given that the 

PortNet system uses web technology and web services for information exchange, there are no 

geographical limitations for users of Single Window services.  A plan for continuity and resumption 

after an incident is finalized and a safekeeping site is currently being set up with the second PortNet 

generation. 

 
The PortNet IT architecture is an infrastructure that is made with special mechanisms defined by 

functional Single Window components. The infrastructure model set up is divided into three layers 

depending on the service and application charges performed by the functional components.  These 

components of the Single Window IT infrastructure refer to the production, recovery after an incident, 

development, test and training. The computer’s infrastructure consists of a web portal for submittal of 

the data originating from external users and service buses that distributes data to users. 
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The PortNet Single Window is a sole point of data acknowledgement. Once the data are submitted, the 

exchange layer distributes the data to end users according to an engine and taxonomic rules integrated 

on a service bus. 

 

Authentication services are based on user credentials (username and password). An additional layer of 

security is provided with the use of the digital signature. The legal framework of the electronic 

signature is in place. The law (Law 53-05 of 30 November 2007) allows the electronic exchange of 

legal information and the use of digital signatures. 

The PortNet New Generation (will be operational in 2019)  

The National Single Window of Foreign Trade Procedures, is a computerized instrument allowing the 

processing in electronic form of authorizations, permits, certificates, customs documents or other 

documents issued by the competent bodies, for carrying out foreign trade operations. 

The realization of these operations requires a certain number of transactions (Importation license, 

Notice of Arrival, Exchange of Documents ...) and public and private stakeholders (banks, shipping 

agents, handling operators, administrations, ministries, customs, etc.).  

Therefore, the new generation must be supported by an architecture that facilitates the rapid addition 

and reconfiguration of communications and B2B transactions with different actors. The best pattern to 

validate and support such needs is to consider a System Oriented Architecture (SOA) approach. The 

latter is a guarantor of the flexibility and scalability of the Framework architecture. 

Figure 19: Upper Layer of SOA Architecture 

 

Source: Author’s own compilation 

The SOA facilitates the implementation of changes in information systems. Traditional computer 

systems have been reconstructed by rigidly integrating hardware, software and networks, making 
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their implementation difficult. Service Oriented Architecture advises the creation of software 

applications using components that are easy to assemble and build. These modules are not software, 

but business services designed to meet the needs of the business. 

Service Oriented Architecture is also recommended for building the Single Window Environment for 

the following reasons: 23 

a. SOA is built based on the notion of services. Single Window being Collection of Services makes SOA 

an attractive conceptual basis.  

b. Management understands the attributes of service operations- service availability, service quality, 

and cost of services. SOA clearly identifies with these concepts and brings them to life.  

c. Single Window Environment involves integration of multiple systems investments made by a 

number of agencies.  

d. Each event in the supply chain would result in incremental flow of data. Depending upon the state of 

the transaction, different players can access different sets of data to enable them to progress in a Single 

Window Environment. 

SOA development is aligned with the software support lifecycle, it enables integration and assembly of 

disparate software components helping in leveraging existing applications and infrastructure.  

f. Under SOA, services are not seen to belong to particular systems or network. Therefore, SOA enables 

usage of services provided software application services within the Single Window Environment, 

regardless of the location of the system. It however does not mean that participant can access all 

services. Appropriate authentication and authorization can be supported at various levels to ensure 

every level to ensure dynamic connectivity and organization between services.  

g. Single Window, by nature involves composite services. SOA provides the ability build composite 

applications based on requirements of different CBRAs. 

 h. The discipline of SOA helps build a common taxonomy of services and information models.  

 i. SOA is against building proprietary, built to custom applications. It helps deliver better business 

value than those delivered by proprietary applications. 

 

 

 

 

 

 

 

                                                                 
23 WCO , Single Window Architecture , Part VII Volume  2  
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2.3.1.7. Services covered by PortNet 

PortNet offers its users a wide range of B2G or G2G services and gradually integrates gradually all 

certification procedures and requests for authorizations and approvals from public administrations. 

The following table lists the different services covered by PortNet:  

Table 10: Services Covered By PortNet 

Port Services Government Services 

 Planning and notifying shipments and arrivals of 

ships 

 Ship Arrival Information 

 Ship Pre-Arrival Information 

 Import and Export manifest 

 Container / goods declaration 

 Cargo loading / unloading 

 Special declarations of the dangerous goods 

 Notifying of the arrivals of goods 

 Berth Request 

 Tracking goods in the port 

 Creation and exchange of delivery notes 

 VGM (Verified Gross mass) 

 Ship pre-arrival information 

 Ship arrival information  

 Notice of goods arrival 

 Delivery note 

 Invoice port charges 

 

         OGA’s :  

 The importation document 

 (mandatory for some products )  

 Early registration of import and export 

commitments (including necessary licenses) 

 Coordinating appointments of inspection visits 

(Between customs and OGA’s) 

 Advance Regulatory reporting 

         Customs :  

 Information relating to the customs declarations 

 Payment of customs duties and fees 

 Goods release Authorization 

 

 

Source: Author’s own compilation 

The table below lists all the procedures integrated into the PortNet single window, the integrated 

partners and the status of each project. 

Table 11 : Integrated Procedures at the PortNet Level 

Procedure Integrated Partners Status 
OGA 

(y/n) 
Prerequisites 

Import license 

 

Banks 

Ministry of Foreign Trade 

Exchange office 

Customs 

In production OGA 

Importation license Banks In production OGA 



                                                                                                              

 

56 
 

  

Facilitating Trade:                                                                        
The feasibility study on the interoperability of selected 
single window systems in the OIC countries 

 

Ministry of Foreign Trade 

Exchange office 

Customs 

Technical department ( for technical advice) 

Exportation license 

Banks 

Ministry of Foreign Trade 

Exchange office 

Customs 

In production OGA 

Technical notice for import 

license 

 

Department of Industry 

Department of Health 

Department of Environment 

Department of Marine Fisheries 

Department of Waters and Forests 

Department of Energy and Mines 

Department of the Interior 

Department of Agriculture 

In production for the Ministry 

of Industry , In generalization 

for the other Ministries 

OGA 

Technical notice for export 

license 

 

Department of Industry 

Department of Health 

Department of Environment 

Department of Marine Fisheries 

Department of Waters and Forests 

Department of Energy and Mines 

Department of the Interior 

Department of Agriculture 

Test  OGA 

Customs exemption request 

 

Ministry of Foreign Trade 

Customs 

Technical departments 

                 In development  

OGA 

ANRT( Telecommunication 

Agency) approval request 

                                  Customs 

                 ANRT ( Telecommunication Agency) 
                         Test OGA 
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SHIP HANDLING 

Notice of arrival of the vessel 

 

Customs 

National Port Agency 

Handling operator 

In production  

Berth Request 

Customs 

National Port Agency 

Handling operator 

In production 
 

Request for docking 
National Port Agency 

Handling operator 
In production 

 

List of heavy packages 
National Port Agency 

Handling operator 
In production  

List of wastes 
National Port Agency 

Handling operator 
In production  

List of dangerous goods 

 

Customs 

National Port Agency 

Handling operator 

In production  

List of special goods 

 

Customs 

National Port Agency 

Handling operator 

In production  

Import Manifest 

Customs 

National Port Agency 

Handling operator ( Marsa Maroc) 

In production  

Export Manifest 
National Port Agency 

Handling operator ( Marsa Maroc) 
In production  

Modification of the manifest 
National Port Agency 

Handling operator ( Marsa Maroc) 
In production  

Cabotage Manifest 
National Port Agency 

Handling operator ( Marsa Maroc) 
In production  

Transshipment manifest National Port Agency In production  
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Handling operator ( Marsa Maroc) 

GOODS HANDLING 

Container Gate in / Gate out 
National Port Agency 

Handling operator 
In production  

Pre-Advice of arrival of goods 
National Port Agency 

Handling operator 
In production  

Container Loading and Unloading  
National Port Agency 

Handling operator 
In production  

Packages recognition and  

enumeration 

National Port Agency 

Handling operator 
In production  

Appointment to collect the goods Handling operator Test  

VGM certificate Handling operator In production   

CUSTOM CLEARANCE  

Loading and validation of the 

Customs declaration 
Customs In production  

Electronic payment of royalties, 

duties and taxes 

Customs 

Banks 
Test   

REMOVAL 

Authorization to remove or 

export 
Customs In production  

Pre-Advice of arrival of goods Stevedores In production  

Notice of arrival of goods Stevedores In production  

Good to deliver Handling Company Test  

Appointment of the exit of the 

container 

Handling Company 

Port Authority 
In production  

Source: Author’s own compilation 
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Agadir Single Window Initiative (In Progress Project):  

Agadir Single Window is the secured environment where National Single Windows of Agadir Member 

Countries (Tunisia, Egypt, Jordan and Morocco) operate and integrate. The Agadir Single Window 

constitutes a regional facility to enable a seamless, standardized and harmonized routing a 

communication of trade and customs-related information and data for customs clearance and release 

of shipment form and to National Single Windows of individual Members of Agadir. 

Technical functions and features of this facility are to be decided by participating countries on the 

basis of their political commitment and determination of rationalizing trade costs and of improving 

management of trade flows. Technical functionality of any type of National Single Window are 

determined by a public policy, adopted by the Government or a country. When a company operates in 

two countries within the Agadir Free Trade Area (Agadir FTA), more challenge might also arise with 

regard to procedural formalities, standards and ICT Applications. As a result cost of doing business 

might increase substantially due to diversity of technologies and standards being used in each of these 

two ICT platforms. 

Assuming that four Member Countries of Agadir decided to connect each other on the bilateral basis, 

and the countries decided to connect one to another on the bilateral basis. Thus, it would require 6 

peer-to-peer connections 10 (in both directions – going from Country A to Country B as well as from 

Country B back to Country A) among several pairs of countries. Therefore, one of expected benefits 

from a regional Single Window is related to creation of an intermediary facility, which might function 

as the routing of information, data among participating National Single Windows. Technically this 

facility connects directly to these NSWs in terms of operational transactions and might serve as a 

single and uniformed platform for these functions. 

It is expected that the policy decision of working toward the Agadir Single Window will be made in 

2019 with clear mandate. In order to translate the mandate into concrete works, it is suggested Work 

Plan of design and establishment of the Agadir Single Window. Detail tasks could be further adjusted 

as more actions are taking while the Work Plan serves to guide the technical works and to build the 

capacity to embark on this initiative. 

2.3.1.8. The contribution of PortNet in international exchanges 

Table 12: Improvement of Morocco’s Trade Indicators  

Action 
Before the creation of 

PortNet 

After the creation of 

PortNet 

% 

improvement 
Domiciliation time of an 

importation license 
7 Days 4h -99% 

Inspection and goods control 10 Days 3 Days -70% 

Average dwell time of container 15 Days 8 Days -47% 

Loading the Manifest  7 Days Less than 1 Minute -99% 

Manifest processing after the 
completion of vessel operations 

1-2 Days 2-3 Hours -93% 

Source: Author’s own compilation 
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2.3.2. GUCE: Single Window for Foreign Trade Operations of Cameroon 

 
At the 1999 round table, which took place in Limbe, recommendations on port reforms were made. 

Business community and Cameroon’s authorities discussed on the formalities required for importing 

and exporting goods at the Douala port. The very long delays noticed, and their accompanying costs 

were deemed as being detrimental to the local economy and diverting traffic to other ports. Following 

this assessment, the State of Cameroon and professional stakeholders in the clearance of goods 

decided to create the Single Window for Foreign Trade (GUCE) to simplify procedures on importing 

and exporting goods, and reduce related costs and clearance time through the physical or virtual 

grouping of all stakeholders.  

 

The missions of the Single Window for Foreign Trade aims at reducing the transit time of goods at the 

borders, simplifying procedures for importing and exporting goods, consequently improving the 

quality of the services of clearing agents and the port area as a whole. 

It was set up initially in a physical Single Window at Douala Port since 25th August 2000 in the Center 

of Maritimes Affairs where were grouped the main administrations issuing documents and collecting 

duties and taxes at the borders.  

 

This first stage received important support from donors like AFD, EU. The main results obtained at 

that level was the compression of time necessary to complete administrative procedures from 16 days 

to less than 4 days. This helped also to reduce the overall transit time from 40 days to 19 days. 

The second stage of the implementation began in 2008 with the upgrade of the Single Window to the 

electronic version. This migration aimed to allow the expansion of the services at a national level and a 

regional level as well, including all the Other Government Organizations. The electronic version of 

Single Window is also known as “e-GUCE”. 

2.3.2.1. Scope and Scale 

 
The Cameroon Single Window in an electronic platform put in place to provide a single interface to all 

the stakeholders involved in Foreign Trade Operations and allow them to exchange relevant data and 

information necessary to fulfill import/export/transit formalities at the borders. It is a national Single 

Window that manages both administrative, financial and logistics procedures. It covers all type of 

borders (Road, Ports, Airports, etc.). 
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Figure 20: GUCE Conceptual Structure 

 
Source: Single Window Systems in the OIC Member States24 

 
The e-GUCE is integrated with many systems such as SGS, Banks, Customs Management System 

(ASYCUDA++), Treasury, Land Fright Management Bureau. The figure below shows an example of 

integration of systems for the preclearance procedures. 

 

Figure 21: Example of integration of systems for the preclearance procedures. 

  
Source: Author’s own compilation 

                                                                 
24 http://ebook.comcec.org/Kutuphane/Icerik/Yayinlar/Analitik_Calismalar/Ticaret/Toplanti9_2 
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2.3.2.2. Legal Framework 

 

The legal framework for the establishment of the electronic single window of foreign trade in 

Cameroon is based on a series of texts, taken gradually, including: 

 

 Law on Electronic Commerce (2010) 

 Law on Cyber Crime and Cyber Security (2010) 

 Law on Electronic Communication (2010) 

 Decisions on the creation of the Course-plotting Committee of the project for the implementation 

of the dematerialization of foreign trade procedures (2012) 

 Ministerial instruction on the management of manifests by sea 

 Ministry of Finance / Professional Association of Credit Institutions of Cameroon (APECCAM)/ 

Banks  Memorandum of Understanding for Customs Duties and Tax Payments - (2012) 

 Decree setting the conditions of use of the E-GUCE platform for foreign trade operations (2014) 

 Law on Foreign Trade (Article 53 and 54) 

 Study for the legal adjustments for the implementation of dematerialized procedures 

2.3.2.3. Governance and Organization 

 

The Single Window for foreign trade (GUCE-GIE) was created as an economic interest group in 1999, 

its members came from both the private and public sectors. The private sector is represented by 

insurance companies, banks, handling companies, transport companies, chamber of commerce and the 

Cameroonian Inter-Employer Group (GICAM), while the public sector is represented by the Ministry of 

Finance, the Ministry of Transport and the Ministry of Commerce, as well as the Customs 

Administration, the Port Authority of Douala, the National Office of Cocoa and Coffee, the National 

Office of Navigation and other technical administrations. 

 

Three bodies are responsible for the control of the e-GUCE Single Window: a general assembly, a board 

of directors and the general directorate. 

 

The General Assembly is composed of representatives of the Ministry of Finance, the Ministry of 

Transport and the Ministry of Commerce. Economic operators are also represented, as well as the 

autonomous port of Douala, the National Council of Chargers of Cameroon, the Chamber of Commerce, 

the Mining Industry and Crafts of Cameroon, the Union of Ship-owners and maritime agents.  

 

The General Assembly is the decision-making organ in charge of the task of taking major policy 

decisions. It:  

 

 Draws the main guidelines on external trade procedures; 

 Decides on reports submitted by the Board of Directors and those of the Auditor; 

 Examines corporate accounts and performance; 

 Determines the amount for the remuneration of the Directors; 

 Determines the allowance of the Board Chairman; 

 Appoints the Auditor and determines the amount of his remuneration. 
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The board of directors is the executive body that: 

 

 Set the strategy of the Single Window and its objectives; 

 Review and adopts the action plan and budget proposed by the General Manager; 

 Reviews and adopts the organizational and internal regulations proposed by the General 

Manager; 

 Secures the benefits and wages of employees; 

 Recruit and dismiss senior management on the proposal of the General Manager; 

 Closes the accounts of each financial year; 

 And prepares the annual activity report of the group, which is submitted to the approval of the 

general assembly; 

 Determines staff salaries and benefits on the proposal of the General Manager. 

 

From a financial point of view, since e-GUCE does not generate enough revenue to cover its expenses 

(Users pay 20 USD per import title; BL, AWB, etc.). The Cameroonian government provides it with 

annual budget support. One package per transaction (personalized statement) is billed by e-GUCE. 

Since 2009, GUCE-GIE has been able to access projects funding to finance its activities, namely World 

Bank funding for the paperless project. 

 

The General Directorate is the operational body responsible for the daily running of GUCE. It is led by 

the General Manager, who is appointed by the Board of Directors. The General Manager of GUCE is 

responsible for management and for the implementation of the policies of the organization. The 

General Manager reports to the Board of Directors. He is authorized with the most extensive powers 

which are exercised within the limits of the corporate purpose, subject to those expressly granted to 

General Assemblies or specially reserved to the Board of Directors by legal or statutory provisions. As 

such, his duties include but are not limited to:  

 Ensuring, in compliance with the Articles of Association and resolutions of the Board of Directors, 

the supervision and management of the Single Window for foreign trade (GUCE) ; 

 Contracting loans and granting all forms of financial guarantees after consulting the Board of 

Directors; 

 Ensuring custodianship of the funds of GUCE the in financial bodies with which it deals; 

 Preparing the budget (of which he is authorizing officer) and annual financial statements and 

activity reports; 

 Recruiting, appointing, grading and dismissing members of staff, and determining their salaries 

and benefits in the respect of the laws in force, internal rules, budget forecasts and decisions of 

the Board of Director; 

 Managing the Group’s movable and immovable, tangible or intangible assets in the respect of the 

corporate purpose; 

 Representing the Group in all acts of civil life and before the Law; 

 Proposing, to the Board, the internal organization of the Group and signing all contracts and 

special agreements ; 

 Approving technical studies and projects, and overseeing the performance of all works and 

delivery of all orders in the respect of competition rules ; 

 Awarding contracts and placing orders, in compliance with the laws in force ; 

 Running the secretariats of the Board of Directors and the General Assembly. 
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During the implementation phase of the electronic version, it was identified a necessity to set up a 

course-plotting committee. This went operational in 2012. The organizational chart is presented 

below. 

 

Figure 22: Course –plotting committee of the project of the Implementation of paperless trade in 

Cameroon through the SW 

 
Source: Author’s own compilation 

2.3.2.4. Operational implementation of the Single Window (evolutionary 

process) 

 

The Single Window of Foreign Trade (GUCE) has been operational as a web platform since 2007. Then, 

it has evolved gradually and underwent several phases of transformation. 

 

Historically, a physical single window became operational in 2000, Public and private actors involved 

in the foreign trade formalities in Douala were physically grouped together in the same building. 

 

As stated above, the electronic platform was launched in 2007, the first procedure to be dematerialized 

was that on the import permit for used cars. But ever since, the system has expanded to include other 

functionalities such as the registration of the import and export operators with the Ministry, the 

payment of duties and taxes along with the filing of the manifest with customs and port authorities. 

 

Since 2014, a new single window design was launched.  GUCE-GIE is implementing a dematerialization 

project to extend the platform in terms of services, processes and procedures, and to change their IT 

architecture and business logic. The project aims to integrate the 70 formal cross-border trade 

procedures in a paperless environment. A user guide for dematerialized procedures was launched in 

mid-2016 

 

The system has been completed by the Application of the Information System of Administration 

Techniques (SIAT) which integrates the administrations that issue authorizations of a technical nature. 
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2.3.2.5. Integrated Partners 

 

At this point, GUCE is a combination of physical Single Window and electronic Single Window. 

The connected entities (Web or EDI) are: 

 

 Consignees; 

 Tankers; 

 Port Authority of Douala; 

 Ministry in charge of health; 

 Ministry in charge of fishery; 

 National Shipping council; 

 Postal Services; 

 Cocoa and coffee board; 

 Ministry in charge of forest; 

 Embassies; 

 Ministry in charge of transport; 

 Ministry in charge of environment; 

 Ministry in charge of agriculture; 

 Ministry in charge of industry; 

 Terminal Operators (DIT); 

 Customs; 

 Chamber of Commerce; 

 Ministry of Finance; 

 Phytosanitary Services;  

 Banks; 

 Ministry of Commerce; 

 Treasury; 

 Fleet Manager. 

 

2.3.2.6. IT Architecture and Infrastructure  

 
The functional architecture of SW of Cameroun is presented below. The core component is a data 

integrator and workflow built on an ESB and a Workflow Management System.  

The second Component is a web based solution providing many interfaces to help users interact with 

the core component according to the procedures or formalities they are using. All those services are 

accessible through a web portal on which can be found additional services that may help stakeholders. 
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Figure 23: Overview of GUCE’s Functional Architecture 

 
Source: Author’s own compilation 

Figure 24: Overview of GUCE’s Technical Architecture 

 

Source: Author’s own compilation 
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2.3.2.7. Documents and Data exchanged 

 

Users can access e-GUCE system data and processes using a Web application. The e-GUCE platform 

integrates at the data level with external systems, such as the customs management system (ASYCUDA 

++), the CARGO system of the Port Authority of Douala (PAD) and the system of the National Shippers' 

Council for the Freight Tracking Note. It is not interconnected with the Customs Management System 

due to technical limitations. Main procedures and services already dematerialized:  

 

 Import and Export Manifest; 

 Harmonized Insurance Certificate; 

 Import Declaration; 

 Electronic Payment Goods and Shipping Port Fees; 

 Importer Filing; 

 ICS formalities; 

 Single import form for used vehicles; 

 Electronic cargo tracking form; 

 Used vehicle identification check; 

 Certificate of origin; 

 Packing report; 

 Unique identifier; 

 Electronic signature. 

 

GUCE offers document intermediation and data exchange facilitation services for the dematerialization 

of foreign trade procedures:  

 

 Implementation of the single form of foreign trade operations (import, export, transit), land, 

air, sea.  

 Implementation of the information system of technical administrations;  

 Electronic payment;  

 Electronic signature ;  

 Commercial Information Portal;  

 Simulator of royalties duties and taxes; Container tracking;  

 Forecast calls. 

 
 

Below is the detail of the integrated procedures at the GUCE level as well as the partners involved in 

each procedure:  
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Table 13: Integrated Procedures at the GUCE Level 

Procedure Integrated Partners Status 
OGA 

(y/n) 
Prerequisites 

Importer/Exporter file 

registration (FIMEX) 
Ministry of Trade In production OGA 

Special Authorization Ministry of Trade In production OGA 

Authorization to Import Samples 

(AH) 

Ministry of agriculture and rural 

development (MINADER) 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Homologation Study (AH) 

 

Ministry of agriculture and rural 

development (MINADER) 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Special Authorization 
Ministry of agriculture and rural 

development (MINADER) 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Certification of Treatment devices 
Ministry of agriculture and rural 

development (MINADER) 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Certification of Treatment devices 
Ministry of agriculture and rural 

development (MINADER) 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Authorization to conduct tests 
Ministry of agriculture and rural 

development (MINADER) 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Technical advise 
Ministry of livestock, fisheries and animal 

industries 
Pilot phase in progress OGA 

Technical advise Ministry of Public Health In production OGA 

Provisional technical visa Ministry of Public Health In production OGA 

Importation authorization 

 
Ministry of Public Health 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Prior consent 

 

Ministry of the environment for the 

protection of nature and sustainable 

development 

Pilot phase in progress OGA 

Special Authorization Ministry of forest and wildlife 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Import Authorization Ministry of industry Development and tests completed, 

deployment in progress with the 
OGA 
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 administration concerned 

Export Authorization 

 
Ministry of industry 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Importation Declaration 

 

Ministry of agriculture and rural 

development (MINADER) 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Registration in the Consular File 
Chamber of Commerce , Industry , Mines 

and crafts 
In production  

Electronic payment of royalties, 

fees and taxes 
Banks/Beneficiary In production  

Preclearance 

Import Declaration Société Générale de Surveillance  (SGS) In production  

Bank Domiciliation Banks In production  

BESC 
National council of chargers of Cameroon ( 

CNCC ) 
In production  

Harmonized Insurance Certificate Insurance companies In production  

CIVIO Société Générale de Surveillance  (SGS) In production  

Value and Classification Report - 

RVC 
Société Générale de Surveillance  (SGS) In production  

Export Declaration Société Générale de Surveillance  (SGS) In production  

Taxation Slip (BDT) Société Générale de Surveillance  (SGS) 
Development completed , tests in 

progress 
 

Export License 

Directorate of Treasury , financial and 

monetary cooperation of the ministry of 

finance 

In production OGA 

Visa management for export 

Directorate of Treasury , financial and 

monetary cooperation of the ministry of 

finance 

In production OGA 

Export Specification Bulletin Ministry of forest and wildlife 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Technical Visa 
Ministry of livestock, fisheries and animal 

industries 
In production OGA 
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Final Technical Visa Ministry of Public Health In production OGA 

Tax indemnity General management of taxes Development and tests completed  

Import Declaration Customs In production  

Export Declaration Customs In production  

Declaration of sale National office for cocoa and coffee In production OGA 

Export Declaration (Manual 

Declaration) 
National office for cocoa and coffee In production OGA 

Quality Bulletin National office for cocoa and coffee In production OGA 

Notifications relating to the 

control of conformity 
Standards Agency (ANOR) In production  

Electronic payment of royalties, 

fees and taxes 
Banks/Beneficiary In production  

The Support 

Manifest 

Customs/ Autonomous Port Of Douala / 

Autonomous Port of Kribi /Directorate of 

Maritime Affairs and Navigable Roads of 

The Ministry of Transport 

In production  

Manifest Amendment Customs In production  

IMO Forms 

Directorate of Maritime Affairs and 

Navigable Roads of the Ministry of 

Transport 

In production OGA 

Ship Fee 
Autonomous Port Of Douala / Autonomous 

Port of Kribi 
Development and tests completed  

Potting Certificate Customs In production  

Potting Report Technical Administrations In production OGA 

Pointing of Ship Unloading 
Stevedores / Autonomous Port Of Douala / 

Autonomous Port of Kribi 
Development and tests completed  

Packages recognition and 

enumeration 
Stevedores / Customs Development and tests completed  

Transfer to Customs Shop 

(Escort) 
Customs Development completed  

Vessel Inspection (Port State 

Control) 

Directorate of Maritime Affairs and Inland 

Waterways of the Ministry of Transport 

(MINT) 

In production OGA 
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Car Letter for the Transport of 

Wood 

 

Ministry of Forest and Wildlife 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Clearance 

Exchange of the Custom 

Declaration 

Customs/ Autonomous Port Of Douala / 

Autonomous Port of Kribi 
In production  

Electronic payment of royalties, 

fees and taxes 

Banks/Customs/ Directorate-General For 

Treasury, Financial and Monetary 

Cooperation of the Ministry of Finance / 

other Beneficiaries 

In production  

Foreign exchange control 

 

Directorate of Treasury, Financial and 

Monetary Cooperation of the Ministry of 

Finance 

In production  

Customs clearance certificate 

 
Customs 

Development never started 

 
 

Veterinary health certificate 

 

Ministry of livestock, fisheries and animal 

industries 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Certificate of conformity 
Ministry of agriculture and rural 

development (MINADER) 
Pilot phase in progress OGA 

Phytosanitary certificate 

 

Ministry of agriculture and rural 

development (MINADER) 
Pilot phase in progress OGA 

Certificate of Quality 
Ministry of agriculture and rural 

development (MINADER) 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

 

Technical inspection certificate 

Ministry of the Environment for the 

Protection of Nature and Sustainable 

Development 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Sanitary Certificate Ministry of Public Health 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Forest Certificate of Origin 

Management 

 

Ministry of Forest and Wildlife 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Management of the Certificate of 

Origin Fauna 

 

Ministry of Forest and Wildlife 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 
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Fiscal advantages 

 
General management of taxes 

Development and tests completed, 

deployment in progress with the 

administration concerned 

 

Certificate of Expertise / 

Authenticity 

 

Ministry of industry 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

Technical inspection certificate 

 
Ministry of industry 

Development and tests completed, 

deployment in progress with the 

administration concerned 

OGA 

 

Customs Accountability Tracking 

(Import) 

Ministry of Trade In production OGA 

Customs Imputation (Export) Ministry of Trade In production OGA 

Certificate of Origin 

Chamber of Commerce, Industry, Mines 

and Crafts 

 

In production  

Freight declaration 

Terrestrial Freight Management Office 

(BGFT)/ Freight Management 

Organizations 

In production  

Certificate of origin cocoa 

 
National Office for Cocoa and Coffee Pilot phase  

Certificate of origin coffee 

 
National Office for Cocoa and Coffee Pilot phase  

Bonding of goods in transit Customs/Banks 

Development and tests completed, 

deployment in progress with the 

administration concerned 

 

Removal 

 

International Car Letter 

Land Freight Management Office 

(LFMO)/Freight Management 

Organizations 

In production  

Authorization of removal 

 

Autonomous Port Of Douala / Autonomous 

Port of Kribi 

Development and tests completed, 

deployment in progress with the 

administration concerned 

 

Good to deliver Stevedores 

Development and tests completed, 

deployment in progress with the 

administration concerned 
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Delivery note Stevedores 

Development and tests completed, 

deployment in progress with the 

administration concerned 

 

Exit form Customs Development and tests completed  

Exit report Customs Development and tests completed  

Good to embark Stevedores 

Development and tests completed, 

deployment in progress with the 

administration concerned 

 

Boarding authorization 
Autonomous Port Of Douala / Autonomous 

Port of Kribi 

Development and tests completed, 

deployment in progress with the 

administration concerned 

 

Post Removal 

Except International Conduit 

Land Freight Management Office 

(LFMO)/Freight Management 

Organizations 

In production  

Repatriation certificate 

Directorate of Treasury, Financial and 

Monetary Cooperation of the Ministry of 

Finance 

Development and tests completed, 

deployment in progress with the 

administration concerned 

 

Handled Deposit 

 
Customs / Banks Development never started  

Source: Author’s own compilation 

 

2.3.2.8. The contribution of GUCE in international exchanges 

 

Today, more than 25 procedures are already online, several procedures have been simplified, resulting 

in a reduction in processing times. According to the operations department of GUCE, the clearance of 

vehicles has increased from more than 7 days to 48 hours, the liquidation of the customs declaration 

has gone from more than 6 days to less than three hours, delivery PVI receipts went from 72 hours to 

less than two hours, as did the loading of the manifest (300 pages) from about 7 days to less than a 

minute. 
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Table 14: Improvement of Cameroon’s Trade Indicators 

Source: Author’s own compilation 

2.3.3. TradeNet: Single Window of Tunisia 

2.3.3.1. Scope and Scale 

 

Tunisia TradeNet, since its creation in February 2000, the SWS for foreign trade and transport that 

brings together the various stakeholders in the procedures of foreign trade and freight transport in 

Tunisia (Banks, Administrations, Customs, Port Authorities,).  

 

Under the guidance of the Tunisian Ministry of Finance since 2002, TTN the "Single Bundle" and 

"Transport Bundle" projects that manage Tunisia TradeNet to facilitate foreign trade and international 

freight procedures, ensure traceability, and reduce delays of stay of goods at ports. Thus, the solution 

distributed by Tunisia TradeNet allows the different operators: to handle the different import and 

export formalities in an electronic manner.  

 

In addition to its role as an intermediary in the exchange of documents relating to foreign trade 

procedures and electronic goods transport, Tunisia TradeNet is a leading IT services and engineering 

company. In addition, Tunisia TradeNet works to consolidate its position in digital energy 

management by diversifying its services in terms of dematerialization and online services. 

 

 

 

 

 

 

Action 
Before the creation of 

GUCE 

After the creation of 

GUCE 

% 

improvement 

Customs clearance of vehicles More than 7 Days 48h -70% 

Liquidation of the customs 

declaration 
More than 6 Days Less than 3h -98% 

Issuance of PVI Receipts 72h Less than 2h -98% 

Issuance of D.I Mini-

commerce 
8h Less than 15 Minutes -97% 

Loading the Manifest (300 

Pages ) 
7 Days Less than 1 Minute -99% 

International Cargo Letter 

Declaration 
3 Days 1 Day -67% 
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Figure 25: Schematic TradeNet's Logistical Chain of External Trade 

 

Source: Author’s own compilation 

2.3.3.2. Legal Framework 

 

TTN is a public company created in 2000 as a result of a partnership between the public and the 

private sectors. Its share capital is composed of 87% for the public sector and 13% for the private 

sector. Its mission is to set up and manage the Electronic Single Window of foreign trade and transport. 

Its main objective is to simplify, speed up, secure the formalities of foreign trade and transport and 

manage the integrated system of automated processing. 

Decree No. 97-2470 of 22 December 1997 establishing the single bundle for the import and export of 

goods and the integrated system of automated processing of formalities of foreign trade.  

Decree No 2006-2268 of 14 August 2006 Establishing the Transport bundle and the integrated system 

for handling the procedures of international transport of goods. 

2.3.3.3. Governance and Organization 

 

TTN is a community structure in which various actors in the shipping industry and international trade 

operators, as well as the governmental agencies are represented in the board. 

Regarding the financial aspect, the total cost of the initial investment in the platform is estimated at 

two millions USD, of which 1.7 USD was provided by public sector and the rest from the private sector. 

While the operating and maintenance costs are fully covered by the budget of TTN. 
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TTN collects different fees: usage fee per formality including a specific number of document requests; 

and monthly membership fee of 3 USD for web connection and 15 USD for EDI connection. 

2.3.3.4. Operational implementation of the Single Window (evolutionary 

process) 

 
Decree No. 97-2470 of 22 December 1997 establishing the single bundle for the import and export of 

goods and the integrated system of automated processing of formalities of foreign trade. Article 1 of 

the decree defines the object of the single bundle, which states: "The single bundle is the set of 

documents necessary to accomplish the formalities of foreign trade, exchange, customs and transport. The 

documents in the package are prepared in accordance with national and / or international standards for 

administrative and commercial documents. " 

 

The single bundle consists of importing the following documents: 

 

 A foreign trade title composed of three copies; 

 A detailed declaration of the goods; 

 A technical control document, if applicable. 

     

On export, the single package consists of the following documents: 

 

 A definitive invoice or a foreign trade title for products prohibited to export; 

 A detailed declaration of the goods. 

 

The unique bundle aims at: 

 

 Simplification, harmonization and standardization of the forms required by different 

administrations and Tunisian organizations, when carrying out the administrative formalities 

related to the flow of goods through the platforms of Tunisian logistics. 

 

 The establishment of electronic information exchange links between all stakeholders in the 

commercial, logistic and financial chain involved in import and export operations. 

 

 The establishment of standardized communication interface between different existing or future 

information systems to speed up the provision of reciprocal information and to avoid load 

interruptions in the circuits of information. 

 

 The dematerialization of information exchanges, hence the phasing out paper documents and 

the characteristics attached to them (in terms of proof, authentication and confidentiality). 

 

The transport package establishes a continuity of the unique package of foreign trade. It is composed 

of all the procedures and documents constituting an integrated system of processing of transport 

procedures within the framework of commercial operations outside, it aims at: 

 Simplifying maritime transport procedures within the framework of foreign trade operations; 

 Provide better fluidity for goods passing through ports and compress the transit time; 
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 Standardize the documents handled (paper based documents, documents and email 

messages);  

 Dematerialize procedures and use EDI through an electronic Single Window; 

2.3.3.5. Integrated Partners 

 The information systems of the main partners have been interfaced;  

 Customs Administration; 

 Ministry of Commerce;  

 Central Bank of Tunisia;  

 Tunisian Lighterage and Material Handling Company (STAM); 

 Office of the Merchant Marine and Ports  (OMMP); 

 Tunisian Navigation Company (CTN); 

 Banks. 

2.3.3.6. IT Architecture and Infrastructure 

The Tunisian Electronic Single Window offers an electronic data interchange and a digital workflow 

processing coupled with a set of services and various connection technologies, which gives the 

possibility to inter-operate with different and heterogeneous information systems.However, the users 

(partners and costumers) of the Electronic Single Window can send or receive a formality from TTN-

Web-Application. This solution is used by the organisms which don’t have a lot of transactions and 

don’t need special software. Also, this Web Application can be used as a rescue solution.The Tunisian 

Electronic Single Window is hosted on a private network and it’s accessible via the Internet by means 

of VPN. For the continuity service, TTN has a secondary site and a Backup site.  

The System Core: 

• It contains a middleware enabling communication with users of the platform via several 

protocols 

• It contains a BPM engine to control  sequencing of messages 

• It contains a control module allowing syntax and semantics checks of documents exchanged  

WEB API: 

• It allows great flexibility in connection with the customization of the product 

• It is a web application that enables users to interact with the platform without the need for a 

dedicated  application 

• It allows the data entry, sending, research and consulting records 

Strengths of the Electronic Single Window platform: 

• Based on new technologies  (WEB, EDI, SMTP, XML, J2EE, …) 

• Based on open standards 

• Possibility to access in two modes EDI and WEB  

• Generic Solution allowing the addition of new procedures by simple operation settings  

• Secure through firewalls, probes intrusion detection, Antivirus, SSL, VPN… 

• Packaged Solution: Possibility to reproduce on other platforms (Experience of Cameroon) 

• Different connectivity options (ADSL, Optical fiber, 3G, VSAT,)  

• Built on a standard and evolving product: « single bundle » 
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• Use of the electronic signature of documents in accordance with the world best practices  

2 Access Modes: 

 The Web mode: this mode uses HTTP protocol through a standard Web browser, to download 

blank forms, to fill them by the data related, then to transmit them to TradeNet partners for 

later processing. This mode is adapted to small companies that have a small number of foreign 

trade transactions. 

 The EDI mode: This mode is defined as being a data communication between two applications;  

The customer professional software, which allows the user to carry out his foreign trade 

operations, and the EDI application of TTN, which permits data communication between the 

customers and the other TradeNet partners. With this intention, the professional software 

communicates its data through SMTP / POP3 mail towards the mail servers of TTN. Also, 

companies that do not have a dedicated software can acquire TTN’s professional software 

adapted to their activities. 

 

2.3.3.7. Documents and Data Exchanged 

 

Two bundles are currently supported, specifically the single bundle and the transport bag: 

- The Single Bundle: It covers the dematerialization of customs formalities and those of foreign trade: 

Title of the foreign trade, Document of the technical control and the declaration of the goods in details 

-The Transport Bundle: It covers the dematerialization of the formalities of international 

transportation of the goods: advance notice of arrival, notice of arrival, invoice port charges etc. 

TradeNet supports documents exchanged between companies and banks, administrations and 

customs, mainly: 

Corporate-Bank Documents: 

 Authorizations of imports 

 Imports certificates 

 Exports authorizations 

 Final invoices for exports 

 Temporary admissions of documents 

 The import of used products 

Business Documents - Administration: 

 Application for Authorization of Release for Consumption (AMC) or Temporary clearance of 

removal (APE) 

 

Business Documents -Customs: 

 Dispense of Title / code93-96 

 Declaration of elements that are relevant to the value in Customs 

 Detailed Declarations of the Goods 
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 Assignments Requests 

 Refoulement Requests 

 Destruction Requests 

 RequestD41 

 Tax Privilege Requests 

 Technical records (A. temporary) 

 Merchant Marine Division cancellations Requests 

 Business Documents –Transport: 

 Import and Export Manifest 

 Ship arrival and pre-arrival information  

 Dangerous good declaration  

 Anticipated Import Manifest 

 Notice of goods arrival 

 delivery note 

 Loading plan 

 Invoice port charges 

Below is the detail of the integrated procedures at the TTN level as well as the partners involved in 

each procedure:  

Table 15: Integrated procedures at the TTN level 

Procedure Integrated Partners Status 
OGA 

(y/n) 

PREREQUISITES AND PRE-CLEARANCE 

Technical advice 

Ministry of Trade 

Ministry of Industry 

Ministry of health 

In production OGA 

Provisional technical visa 

Ministry of Trade 

Ministry of Industry 

Ministry of health 

In production OGA 

Import Authorization 

Banks, 

Central Bank 

Ministry of Trade 

Some other Ministries 

In production OGA 

Export Authorization 

Banks, 

Central Bank 

Ministry of Trade 

Some other Ministries 

In production OGA 
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HANDLING 

Ship arrival notice 

Customs 

OMMP 

Stevedores 

In production 
 

Early Import Manifesto 

Customs 

OMMP 

Stevedores 

In production 
 

Import Manifesto 

Customs 

OMMP 

Stevedores 

In production  

Modification of the Manifesto 

Customs 

OMMP 

Stevedores 

In production  

Ship Royalty OMMP In production 
 

Ship unloading score 
Customs 

Stevedores 
In production 

 

Packages recognition and 

enumeration 

Customs 

Stevedores 
In production  

Provisional boarding list 

Customs 

OMMP 

Stevedores 

Test  

Export Manifesto 

Customs 

OMMP 

Stevedores 

Test  

CUSTOMS CLEARANCE 

Loading and validation of the 

Customs declaration 
Customs In production  

Electronic payment of royalties, 

duties and taxes 

Central Bank 

Customs 

General Treasury Department 

In production  
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Ministry of Finance 

 Banks 

Allocation of commercial 

securities 

Central Bank 

Customs 

Banks 

In production  

Payment by Guaranteed 

Obligation 

Operator 

Customs 

Banks 

In production  

REMOVAL 

Authorization to remove or 

export 

Customs 

 
In production  

Pre-Advice of arrival of goods Stevedores In production  

Notice of arrival of goods Stevedores In production  

Good to deliver Stevedoring and Handling Company In production  

Delivery note Stevedores In production  

Exit form Customs In production  

Exit report Customs In production  

Dockage slip Customs In production  

Boarding authorization Customs In production  

Source: Author’s own compilation 

Interoperability with foreign partners 

In addition to the Tunisian administrations, ministries and local operators, TTN is also connected to 

foreign partners. For example, TTN is connected to the tracking system of "Maersk Line" and offers a 

real-time service dedicated to the traceability of containers movements in the Tunisian (ports). 
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Figure 26: Interoperability between TTN Network and Maersk Line Network 

 

Source: Author’s own compilation 

TTN is also linked to some European Customs through the French platform MGI. In fact, in the context 

of the Entry Summary Declaration (ENS) required by the European Customs, the Tunisian operators 

are able to submit the list of the ENS electronically through TTN. Thereafter, they will receive the list of 

the MRNs (the unique Movement Reference Number automatically allocated by the EU customs). 

2.3.3.8. The contribution of TTN in international exchanges 

Since the creation of the single window, several indicators have noted a significant improvement. The 

improvement of these indicators (see the following table) has allowed a thinning of the procedures 

and an improvement of the climate in the Tunisian external trade environment. 

Table 16: Improvement of Tunisian’s Trade Indicators  

Action 
Before the creation 

of TTN 
After the creation of TTN 

% 

improvement 
Import and export processing times 

intensely reduced 
10 Days 3 Days -70% 

Manifest processing after the 

completion of vessel operations 
24h Less than 3h -87% 

Payment of customs and port duties 

and storage charges 
24h Less than 4h -83% 

Time needed to prepare and process 

customs declarations 
3 Days 15 Minutes -99% 

Loading the Manifest (300 Pages ) 7 Days Less than 1 Minute -99% 

The physical inspection of goods 50-80 % 15 % -76% 

Processing time Few  hours Few seconds -99% 

Source: Author’s own compilation 
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2.3.4. Comparative Analysis between the 3 Single Window 

  

The table below represents a comparative situation between the three Single Windows, the different 

documents exchanged as well as the different services of each Single Window are exposed, this matrix 

makes it possible to see what are the documents in common between the three one-stop shops that 

could make the subject of interoperability. 

Table 17: Comparative Analysis between PortNet, TradeNet and the GUCE 

 PortNet TradeNet GUCE 

Operational In 2011 In 2002  In 2007 

Integrated 

Partners 

 Transport Companies 

 The National Port Authority 

(ANP) 

 Port operators 

 Freight forwarders 

 Banks 

 Customs Administration 

 Importers/ Exporters 

 Handling operators 

 Commercial banks 

 Administration of Customs 

and Indirect Taxes( ADII) 

 Insurance companies 

 National Council of Foreign 

Trade (CNCE) 

 National Health Security Office 

of Food Products(ONSSA) 

 Ministry of Foreign Trade 

 Exchange Office 

 National Telecommunications 

Regulatory Agency 

 

 Customs Administration 

 Ministry of Commerce 

 Central Bank of Tunisia  

 Tunisian Lighterage and 

Material Handling Company 

(STAM) 

 Office of the Merchant Marine 

and Ports  (OMMP) 

 Tunisian Navigation Company 

(CTN) 

 Banks 

 Consignees 

 Tankers 

 Port Authority of Douala 

 Ministry in charge of 

health 

 Ministry in charge of 

fishery 

 Customs Administration 

 National Shipping council 

 Postal Services 

 Cocoa and coffee board 

 Ministry in charge of 

forest 

 Embassies 

 Ministry in charge of 

transport 

 Ministry in charge of 

environment 

 Ministry in charge of 

agriculture 

 Ministry in charge of 

industry 

 Terminal Operators (DIT) 

 Customs 

 Chamber of Commerce 

 Ministry of Finance 

 Phytosanitary Services  

 Banks 

 Ministry of Commerce 

 Treasury 

 Fleet Manager 

Document and 

data exchanged 

 Import and Export manifest 

 Planning and notifying shipments 

and arrivals of ships 

 Ship Arrival Information 

 Ship Pre-Arrival Information 

 Container / goods declaration 

 Cargo loading / unloading 

 Import and Export Manifest 

 Authorizations of imports 

 Imports certificates 

 Ship pre-arrival information 

 Ship arrival information  

 Exports authorizations 

 Final invoices for exports 

 Import and Export 

manifest 

 Harmonized Insurance 

Certificate 

 Import Declaration 

 Electronic payment of 

Goods and Shipping Port 
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 Special declarations of the 

dangerous goods 

  Notifying of the arrivals of goods 

 Berth Request 

 Tracking goods in the port 

 Creation and exchange of delivery 

notes 

  VGM (Verified Gross mass) 

 Ship pre-arrival information 

 Ship arrival information  

 Notice of goods arrival 

 delivery note 

 Invoice port charges 

 Temporary admissions of 

documents 

 The import of used products 

 Application for Authorization 

of Release for 

Consumption(AMC) or 

Temporary clearance of 

removal (APE) 

 Dispense of Title / code93-96 

 Declaration of elements that 

are relevant to the value in 

Customs 

 Detailed Declarations of the 

Goods 

 Assignments Requests 

 Refoulement Requests 

 Destruction Requests 

 RequestD41 

 Tax Privilege Requests 

 Merchant Marine Division 

cancellations Requests 

 Dangerous good declaration  

 Anticipated Import Manifest 

 Notice of goods arrival 

 delivery note 

 Loading plan 

 Invoice port charges 

 

 

Fees 

 Importer Filing 

 ICS formalities 

 Single Import form for 

used vehicles 

 Electronic cargo tracking 

form 

 Used vehicle 

identification check 

 Certificate of origin 

 Packing report 

 Unique identifier 

Electronic signature 

IT Architecture  
The second generation of PortNet that 

will be operational in 2019 is a Service 

Oriented  Architecture 

Digital workflow processing coupled 

with a set of services and various 

connection technologies, which gives 

the possibility to inter-operate with 

different and heterogeneous 

information systems. 

 

The core component is a data 

integrator and workflow built 

on an ESB and a Workflow 

Management System.  

 

Strengths for 

interoperability 

 The new generation is a Service  

Oriented Architecture; 

 Working with the International 

Port Community System; 

Association on a Track & Trace 

Project; 

 Using international Standards 

(EDIFACT…);  

 It contains a middleware enabling 

communication with users of the 

platform via several protocols; 

 Based on open standards; 

 Based on new technologies (WEB, 

 

 It contains a middleware enabling 

communication with users of the 

platform via several protocols; 

 It contains a control module 

allowing syntax and semantics 

checks of documents exchanged;  

 It allows great flexibility in 

connection with the 

customization of the product; 

 It is a web application that 

enables users to interact with the 

platform without the need for a 

 The core component is a 

data integrator and 

workflow built on an ESB 

and a Workflow 

Management System; 

 Already working on an E-

Certificate of Origin Pilot 

Projects (CEMAC); 

 Using international 

Standards (EDIFACT…).  
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EDI, SMTP, XML, J2EE, etc.). 

 

dedicated  application; 

 Based on new technologies  

(WEB, EDI, SMTP, XML, J2EE, …); 

 Based on open standards; 

 Using international Standards 

(EDIFACT…). 

 

Readiness of 

the SW to 

Interoperate 

The platform uses open standards and 

technologies and is technically ready to 

exchange existing documents with the 

two other Single Windows 

According to TTN experts, the 

exchange of manifests and 

information such as the departure / 

arrival date of the ship and the list of 

dangerous goods between port 

authorities could serve as a 

prototype for this interoperability 

project. 

 

 The GUCE platform uses 

open technologies while 

ensuring that 

international standards 

are respected as much as 

possible.  

 The exchanges would be 

carried out in accordance 

with the regulatory 

provisions of the 

countries concerned and 

making sure to involve 

the actors concerned. 

Source: Author’s own compilation 
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3. Levels/Issues of Interoperability 

3.1. Introduction 
 

In any foreign trade operation, import or export of goods, most of the data contained in the export 

declaration are included in the import declaration for the same operation. In addition, some 

documents that must accompany an export declaration are the same to be submitted in the country of 

import (Invoice, Certificate of Origin, SPS certificate etc.). 

The simplification and facilitation of foreign trade procedures is introduced in particular by the 

development of national single windows, the introduction of these Single Windows has become a 

necessity to improve the business climate and allow speed in the processing of international trade 

operations for the benefit of both economic operators and the various administrative bodies involved 

in control and proper execution of these operations, however, while these advances have been very 

significant at the national level, the fact remains that their impact should be felt at the regional level. 

Indeed, the activation of the single point of submission at the national level only partially met the 

requirements of the entire international supply chain. Despite the successful implementation of 

dematerialization with the Single Window at the national level, mandatory and additional documents 

still need to be generated to meet the needs of counterparts and authorities across the border. These 

requirements have reduced, to a certain extent, the efficiency and effectiveness of the Single Window, 

as operators still have to prepare the necessary physical documents. 

This is the case, for example, of an exporter who has to request the competent services of his country 

to validate the certificate of origin to confirm that the goods have satisfied the requirement of the rules 

of origin. The certificate must be presented to the customs authorities of the importing country in 

order to benefit from preferential duty rates. 

From this point of view, the regional single window should be the continuity and extension of the same 

principles and pursue the same objectives as the national single window, but on a larger scale: regional 

or bilateral; even better, the regional single window makes more sense of the facilitation progress 

made by the national Single Windows 

This paper attempts to examine the feasibility of such interoperability between the SW systems of 

Cameroon, Morocco and Tunisia. 

3.2. Trade Exchanges 
 

Morocco is the third economic partner of Tunisia at the Maghreb and Arab level, with a volume of 

trade that reached in 2017, about 848 million dinars (282 million USD) of which 588 million dinars 

imports (200 million USD) and 260 million dinars exports (82 million USD). However, despite their 

continuous evolution, trade between Tunisia and Morocco remains modest and below the potential 

offered by the two economies. These exchanges remain far from the objectives set at  500 million USD 

(on 2021) on both sides, to counter that nine protocols and cooperation agreements on investment 

and export were signed in June 2017 in Rabat, between Tunisia and Morocco at the end of the 19th 
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session of the Tunisian-Moroccan High Joint Commission. Among the major challenges facing economic 

operators in both countries is product certification and technical control.  

Having maintained strong relations of friendship since the establishment of diplomatic relations in 

1965, the governments of Morocco and Cameroon have concluded various cooperation agreements. 

But it is only since this last decade, and the voluntarist policy of the Moroccan public authorities, that 

the economic relations have registered a real revitalization. Bilateral trade has thus nearly doubled 

over the last five years to 678.3 million dirhams (67.8 million USD) in 2016, compared with 373 

million dirhams (37.3 million USD) in 2008. The Morocco imports mainly coffee, timber and cotton and 

exports mainly cement, fertilizers, paper / cardboard and canned fish. Similarly, Moroccan Foreign 

Direct Investments to Cameroon reached a record last year: 586 million dirhams (58.6 million USD), 

after a decade in which they rarely exceeded 100 million of dirhams (10 Million USD).  

Between Tunisia and Cameroon, trade increased by 50% compared to 2010, reaching $ 26 million in 

2015. Cameroon imports a wide variety of products from Tunisia including agribusiness, 

hydrocarbons, building materials, pharmaceuticals, machinery and production equipment products.  

The following tables show the situation of imports and exports between these three countries as well 

as the share of each exchange compared to the rest of the world, we can see that trade between these 

three countries remains relatively weak. 

 

Table 18: Direction of Export (2017) 

In (Thousand 

dollars)  
CAMEROON MOROCCO TUNISIA 

REST OF THE 

WORLD 
TOTAL EXPORT 

CAMEROON 
- 2,248 1,455 6,523,608 6,527,311 

MOROCCO 
63,454 -  91,337 25,452,063 25,606,854 

TUNISIA 19,248  - 13,995,680 14,199,816 

(PER CENT) SHARE IN EXPORTS 

CAMEROON - 0,03 0,02 99.94 100 

MOROCCO 0,25 -  0,36 99.40 100 

TUNISIA 
0,14 1,30 - 98.56 100 

Source: Trade Map (ITC) 
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Table 19: Direction of Import 

In (Thousand 

dollars)  
CAMEROON MOROCCO TUNISIA 

REST OF THE 

WORLD 
TOTAL IMPORT 

CAMEROON 
- 74,257 19,260 5,090,112 5,183,629 

MOROCCO 2,469 -  212,565 44,868,276 45,083,310 

TUNISIA 
598 120,223 - 20,497,252 20,618,073 

(PER CENT) 
SHARE IN IMPORT 

CAMEROON 
- 0,014 0,003 99.9 100 

MOROCCO 
0,0005 -  0,004 99.9 100 

TUNISIA 0,0003 0,006 - 99.9 100 

Source: Trade Map (ITC) 

3.2.1. Between Morocco and Cameroon 

3.2.1.1. Legal Framework 

 

The legal framework governing bilateral trade relations remains insufficient (the 1987 MFN Trade 

Agreement). It is to overcome this handicap that the two countries began, in 2011, negotiations to 

conclude a preferential trade agreement. It is reported that the 2nd round of negotiations took place in 

June 2012. 

It should be recalled that Cameroon is a member of CEMAC to which Morocco had proposed a 

Preferential Trade Agreement. The agreement should cover other trade-related aspects, such as 

investment, services, public procurement and technical assistance. 

The promotional component remains limited between the two countries as meetings between officials 

and business communities remain relatively weak. It would be advisable to organize economic 

information days, in order to intensify the meetings between the economic operators and to identify 
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the business opportunities and to favor the exchanges of business visits and prospection and the 

participation in the economic demonstrations In addition, the strengthening of cooperation between 

the institutions of the two respective countries will contribute to the development of trade and 

partnership. 

Table 20: Legal Framework Governing Commercial Cooperation between Morocco and Cameroon 

Signature Date Agreements signed 

March 24, 1983 
Cooperation Agreement between the Moroccan Center for Export Promotion (CMPE) and 

ONCE  

April 15, 1987 Commercial agreement 

April 08, 1988 
Cooperation Agreement between the Casablanca Chamber of Commerce and the Cameroon 

Chamber of Commerce and Industry 

July 15, 1991 Cooperation Agreement in the field of tourism 

January 24, 2007 

Agreement on the encouragement and protection of investments (1) 

Cooperation Agreement in the field of energy, mining and geology (1) 

Cooperation Agreement in the field of vocational training (1) 

Cooperation Agreement in the field of housing and urban planning (1) 

September 07, 2012 

 

Cooperation agreement in the field of small and medium-sized enterprises (2) 

Cooperation Agreement on the development and promotion of crafts (2) 

Cooperation Agreement in the fields of sports and physical education (2) 

Convention for the avoidance of double taxation and the prevention of fiscal evasion with 

respect to taxes on income (2) 

Memorandum of Understanding in the field of technical education (2) 

March 26, 2014 

Framework Agreement between the Chamber of Commerce, Industry, Mines and Crafts of 

Cameroon (CCIMC) and the Moroccan Association of Exporters (ASMEX) 

Partnership Agreement between the Cameroon Chamber of Commerce, Industry, Mining and 

Crafts (CCIMC) and the Federation of Moroccan Chambers of Commerce, Industry and Services 

2016 
Memorandum of Understanding between the Moroccan Center for the Promotion of Exports 

and the National Center for the Promotion of Cameroonian Trade Exchanges (CNPE). 

 

In project 

 

Preferential Trade Agreement (2nd round of negotiations in 2012) 

Source: Author’s own compilation 

(1) Agreements signed during the 1st session of the Moroccan-Cameroon mixed commission  

(2) Agreements signed during the 2nd session of the Moroccan-Cameroon mixed commission 

3.2.1.2. Statistic Data 

 

By its strategic geographical position on the Gulf of Guinea, Cameroon is the gateway to the landlocked 

regions of Central Africa (Chad, Central Africa and Northern Congo). It represents an influential 

country of the Central African Economic and Monetary Community (CEMAC). At the economic level, 
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the country has experienced sustained growth with a rate of nearly 4.3% in 2018. However, 

Cameroon's trade balance remains in deficit, resulting from an import flow of around 6 billion dollars 

and an export value of about $ 4 billion. 

Bilaterally, trade between Morocco and Cameroon remains relatively weak. The latter reached, in 

2017, a volume of nearly 63.9 Million USD, of which 61, 5 Million USD for export and 2.4 million USD 

for imports (which generates a commercial surplus in favor of Morocco with a value of 59.1 million 

USD. 

As shown in the table below, exports are concentrated around a limited number of products including 

Raw materials, Fuels, Intermediate goods, food products and wood.  

Table 21:  Main Products Exported by Cameroon (with all countries) 

Main Exported Products 2017 (Billion USD) 

Raw Materials 4.5 

Fuels 2.8 

Intermediate goods 1.4 

Food products 1.2 

Wood 1 

  Source: Trade Map (ITC)  

Cameroon is no longer a producer of only domestic gas. Since the first half of 2018, it became a 

producer and exporter of liquefied natural gas and has become the 20th natural gas exporting country 

in the world. 

 

Table 22: Imports, Exports and Trade Balance of Cameroon 

In Billions of USD 2014 2015 2016 2017 

Imports of goods 7,5 6 4,9 5,1 

Exports of goods 5,1 4 2,1 3,2 

Trade Balance -2,4 -2 -2,7 -1,9 

Source: Trade Map (ITC) 

It can be seen that both imports and exports rates are decreasing proportionally through the years, in 

consequence, the trade balance remains more or less constant. 

 

Table 23: Main Trading Partners of Cameroon 

Main Partners Trade Balance (Million USD) 

Italy 636 

Netherlands 384 

South Asia 213 
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Spain 159 

   Source: Word Integrated Trade Solution (WITS) 

From this table, we note that Europe is the main trading destination for Cameroun followed by Asia.  

Table 24: Main Products Exported by Morocco to Cameroon 

In millions of USD 2016 2017 
Electrical machinery , apparatus and equipment’s and 

parts thereof 
8,1 11,2 

Preparations of meat, of fish or of crustaceans, 

molluscs or other aquatic invertebrates 
4,4 11,2 

Paper and paperboard; articles of paper pulp, of 

paper or of paperboard 
9,1 9,9 

Salt; Sulphur; earths and stone; plastering materials, 

lime and cement 
13,4 7,5 

Machinery, mechanical appliances, nuclear reactors, 

boilers; parts thereof 
1,4 2,9 

Fertilisers 12,4 2,8 

Plastics and articles thereof 1,4 2,7 

   Source: Trade Map (ITC) 

Table 25: Main Products Imported by Morocco from Cameroon 

In millions of USD 2016 2017 
Wood and articles of wood 1,5 1 

Coffee, tea, maté and spices 1 1 

Cotton 0,1 0,3 

Furniture 0,006 0,025 

Edible fruit and nuts 0,013 0,016 

Source: Trade Map (ITC)  

As for the exports, the volume of imported products from Morocco to Cameroon also slightly increased 

between 2016 and 2017. 

Table 26: Moroccan Investments in Cameroon 

In millions of USD 2012 2013 2014 2015 2016 

Cameroon 13,43 6,61 1,91 3,55 58,58 

 

Regarding Moroccan investments in Cameroon, there is a clear improvement in 2016 since the 

amounts invested are 58.5 million USD (Or 16.5 times the amount invested in 2015) 

3.2.2. Between Morocco and Tunisia 

3.2.2.1. Legal Framework 

 

Trade relations between Morocco and Tunisia are governed by a diversified legal framework: the 

agreement for the facilitation and development of trade between the Arab countries, the Agadir 

Agreement, and the Bilateral Free Trade Agreement. 
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Table 27: Legal Framework Governing Economic and Commercial Cooperation between Morocco and 

Tunisia 

Effective date Agreements 

March 27 , 2007 Agadir Agreement 

March 16 , 1999 Bilateral Free Trade Agreement 

January 01 , 1998 
Convention on Facilitation and  Development of Trade Between Arab Countries 

and its Executive Program 

Source: Author’s own compilation 

3.2.2.2. Statistic Data 

 

As for Tunisia's foreign trade, exports are estimated at 13 billion USD in 2016, while imports 

amounted to 19 billion USD in the same year. The structure of these exports consists mainly of 

machinery and electrical equipment, clothing, fuel, mineral oils and products of their distillation. While 

imports consist of energy products, machinery and other equipment. 

Trade with Morocco remains below the level of partnership relations between the two countries. 

Moroccan exports to this country amounted to 89 million USD in 2017. Imports reached 200 million 

USD in the same year. Thus, the trade balance shows a deficit to the detriment of Morocco estimated at 

118,3 million USD. 

 

Moroccan exports to Tunisia consist mainly of passenger cars, tea and coffee extracts, while imports 

consist of dates, and paper and paper. 

 

Table 28: Imports, Exports and Trade Balance of Tunisia  

In Billions of USD 2014 2015 2016 2017 

Imports of goods 24,8 20,2 19,5 20,6 

Exports of goods 16,7 14 13,5 14,2 

Trade Balance -8 -6,1 -5,9 -6,4 

Source: Trade Map (ITC)  

From the table above, it can be seen that the imports have decreased more than the exports from 2014 

to 2017, therefore, the trade balance has slightly improved. 

Table 29: Imports, Exports and Trade Balance of Morocco 

In Billions of USD 2014 2015 2016 2017 

Imports of goods 46,1 37,5 41,7 45 

Exports of goods 23,8 22 22,8 25,6 

Trade Balance -22,3 -15,5 -18,8 -19,5 

Source: Trade Map (ITC)  
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Unlike Tunisia, imports to Morocco decreased  in  2015 but they rebounded strongly  in 2016 and 2017 

while exports from Morocco   increased slightly. Consequently, the trade balance which improved in 

2015 deteriorated in 2016 and 2017.     

The following table describes the balance sheet of the most imported and exported products in Tunisia  

Table 30: Main Products Traded by Tunisia (With all Countries) 

Main Imported Products               

(in Billion USD) 
2017 Main Exported Products 

(In Billion USD) 
2017 

Consumer goods 6.88 Consumer goods 
7.1 

Intermediate goods 6.47 
Mach and Elec 

4.59 

Capital goods 5.33 
Capital goods 

3.34 

Mach and Elec 4.82 
Textiles and Clothing 

2.59 

Fuel 2.67 
Intermediate goods 

2.47 

Source: Word Integrated Trade Solution (WITS)  

consumer goods, transportation,  intermediate goods, food products and capital goods were the most 

traded products by Tunisia in 2017.  

Table 31: Main Products Exported from Morocco to Tunisia 

Main Exported Products (In millions of USD) 2017 

Vehicles other than railway or tramway rolling stock, and parts and accessories thereof 55 

Miscellaneous edible preparations 28.9 

Cotton 22.6 

Aluminium and articles thereof 16.3 

Electrical machinery and equipment and parts thereof; sound recorders and reproducers, 

television . . . 
13.1 

Salt; Sulphur; earths and stone; plastering materials, lime and cement 12.4 

Source: Trade Map (ITC)  

Table 32: Main Products Exported from Tunisia to Morocco 

In millions of USD 2017 

Edible fruit and nuts; peel of citrus fruit or melons 49,2 

Electrical machinery and equipment and parts thereof; sound recorders 

and reproducers, television… 
16,5 

Animal or vegetable fats and oils and their cleavage products; prepared 

edible fats; animal  
13,6 

Paper and paperboard; articles of paper pulp, of paper or of paperboard 12,4 

Source: Trade Map (ITC) 

In2017, the main products exported from Tunisia to Morocco were fruits and electric machines. 
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3.2.3. Between Tunisia and Cameroon 

3.2.3.1. Legal Framework 

 

The follow-up work of the tenth session of the Tunisian-Cameroonian joint commission held in Tunis 

in March 2016 was sanctioned by the signing of 4 cooperation agreements in the sectors of higher 

education, productive health, family planning, technological and industrial development, of culture and 

arts. 

 

Trade between the two countries has risen in recent years. In June 2016, Tunisian engineering firms 
signed major contracts in Cameroon. In December of the same year, a partnership agreement was 
initiated by the Technical Center of the Wood and Furniture Industry (CETIBA) and a delegation of 
Cameroonian businessmen. In January 2017, the Sfax Chamber of Commerce and Industry organized a 
multi-sector business mission, in partnership with the Chamber of Commerce of Industry and 
Agriculture and the Inter Patronal Group of Cameroon. The following month, in the same year, 
Cameroon asked Tunisian expertise to boost the renewable energy sector. But the relations between 
these two countries have a very strong potential and are far from having reached their peak.  
 

 

Forty-four African countries including Morocco, Tunisia and Cameroon signed an agreement on the 

21st of March 2018 in Kigali on the establishment of a huge free trade area. The African Continental 

Free Trade Area (AfCFTA) is the largest multilateral agreement since the creation of the World Trade 

Organization in 1995. 

These 44 members of the African Union agreed to reduce their tariffs to almost nothing, compared 

with an average of 6.1% today, and to question the non-tariff barriers that complicate intra-African 

trade. 

 

3.2.3.2. Statistic Data 

 

The five most exported products from Tunisia to Cameroon in 2017 are animal or vegetable fats and 

oil followed by salt, sulfur, land and stones, optical and photographic instruments, inorganic 

chemicalsand machinery. 

 

Table 33: Main Products Exported by Tunisia to Cameroon 

In millions of USD 2017 

Animal or Vegetables fats and oil 5 

Salt, Sulfur, Lands and stones, Plaster, lime and cement 2,5 

Optical and Photographical instrument 2,2 

Inorganic chemicals, inorganic or organic compounds of precious metal  1.8 

Machines, apparatus and mechanical appliances, nuclear reactors 1.5 

Source: Trade Map (ITC) 
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Table 34: Main Products Imported by Tunisia from Cameroon 

In millions of USD 2017 

Wood, Charcoal and Wooden articles 0,94 

Fruits , Peel of Citrus fruits or melons 0,01 

Source: Trade Map (ITC) 

In 2017, Tunisia mainly imported from Cameroon wood, charcoal and wooden articles and fruits. 

3.2.4. Conclusion 

 

In general, the low level of inter-African trade is the result of a combination of several factors, 

including poor infrastructure (and the resulting increase in costs) and the existence of a multitude of 

non-tariff barriers, including binding customs and trade regulations, etc.. Some analysts add the 

similarity and lack of complementarity of African products. Morocco, Tunisia and Cameroon are no 

exception to this pattern. 

Moody's and other analysts have 25noted that the major pitfall that could compromise any free trade 

area project and make the achievement of its objectives uncertain is precisely the existence of a 

multitude of non-tariff barriers; the expected impact would be greatly reduced. 

Complex foreign trade procedures, lack of transparency and unpredictability are major obstacles to 

any attempt to develop trade and to any trade and economic integration project. 

The above-mentioned study points out that only countries with a large industrial base and relatively 

developed infrastructure, including the three countries selected for our study, could benefit from an 

increase in intra-African trade. This shows how much potential exists and "to transform the test", it is 

necessary to work on the removal of obstacles, through the implementation of reforms of various 

kinds, including the SW interoperability project, which occupies a prime position. 

A study by the Financial Studies and Forecasting Department of the Ministry of Economy and Finance 

of Morocco found that, despite the substantial progress made, trade policies in Africa and particularly 

sub-Saharan Africa remain relatively protectionist based on a tradition of strong state control over the 

economy, and on the adoption of a self-centered development model Non-tariff measures, such as 

import certificates, quality controls sometimes imposed on imports in a discriminatory manner and 

the multiplicity of tax regimes between countries, are likely to increase the transaction costs of foreign 

trade. In addition to non-tariff factors, structural problems related in particular to transport 

infrastructure limit the expansion of trade relations between Morocco and its African partners. 

Other pitfalls and bottlenecks are to be noted, such as structural deficiencies specific to developing 

countries and the lack of information for the business community on the preferential framework for 

trade with partner countries. 

                                                                 
25 https://www.jeuneafrique.com/545773/economie/moodys-quels-sont-les-obstacles-au-developpement-
du-commerce-intra-africain/ 

https://www.jeuneafrique.com/545773/economie/moodys-quels-sont-les-obstacles-au-developpement-du-commerce-intra-africain/
https://www.jeuneafrique.com/545773/economie/moodys-quels-sont-les-obstacles-au-developpement-du-commerce-intra-africain/
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However, the profound transformations undergone by African countries and the progress made in 

terms of growth seem to augur well for positive prospects, particularly in terms of South-South 

cooperation and trade; 

 Trade between Morocco, Tunisia and Cameroon seems to have a relatively high development 

potential if the above-mentioned penalizing factors are removed and more particularly and in 

connection with our study, the simplification of procedures, their predictability and 

transparency, the establishment of the interoperability system of the Single Windows of the 

three countries 

 As such, working on an interoperability project between the three countries' single windows for 

external trade is amply justified as it contributes to the development of trade and is a perfect fit for 

efforts to remove some of the obstacles mentioned above. 

3.3. Comparative Presentation of the Actual Systems 
 

This comparative presentation is based mainly on the COMCEC study on OIC single windows, the 

consultation of the Single Window experts of Tunisia and Cameroon and the verifications of other 

documents.  

The choice of these three countries seems to be relevant since the three Single Window Systems have 

already been operational for several years and have acquired the necessary experience and maturity 

feasibility study of a possible interoperability between the three systems. 

Unquestionably, each one of them is characterized by certain specificities and relatively spotless 

challenges; at the same time, they represent several points of convergence. 

 

3.4. Differences and Similarities / Convergence and Divergence  
 

After the analysis of the three SWS, we can distinguish the points of similarity and difference as well as 

the points of convergence and divergence between the three platforms: 

 

1 - It should be remembered that the three SWS are web based platforms that connect the different 

partners as previously reported (Importers, Exporters, Shipping Companies, Government 

Authorities...) 

2- The electronic Single Window became operational at different periods of time: in Cameroon in 2007, 

in Morocco in 2011; and in Tunisia in 2002 and have increasingly progressed.  Indeed, since their 

operational launch, the three single windows have expanded their geographical sphere of action and 

continued to expand their services and the number and type of users.  

 

In 2011, PortNet was deployed in the rest of Moroccan ports and additional operational processes 

were integrated. E-GUCE and TTN have also added new services such as electronic payments and 

increased the number of agencies and procedures integrated into the single window.  

3 - The three countries have launched a complete overall of their single window IT architecture in 

recent years to begin the second generation of Single Window. 
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4 - In terms of procedures and agencies integrated in the Single Windows, where each had a different 

purpose. Cameroon's GUCE was initially limited to the import of cars before being extended to the 

import and export of all products. The Moroccan PortNet started with shipping documents and port 

procedures before being extended to import licenses, export licenses and customs documents.  All of 

the Single Window Systems are designed not to use paper. Yet, they have not fully achieved this goal. 

Morocco is regularly extending paperless processing to all procedures. Paper and electronic 

procedures coexist, at least partially, in Cameroon and Tunisia 

5 - The three OIC Member States do not follow the same organizational model either. Cameroon 

creates a public company, Morocco and Tunisia have a public private enterprise. 

 

6 - IT development has been fully outsourced in Morocco and partially in Cameroon. In Cameroon and 

Tunisia, investment in first- and second-generation single-window IT platforms is provided by public 

sources, including external partners. The operational expenses of the Single Windows in Cameroon 

and Tunisia are also financed by the ordinary budget of the State. The Moroccan Single Window is 

financially viable and can cover operating costs from royalties. 

7 - The initial IT architecture varied from a centralized architecture to a decentralized one, but in the 

three case scenarios, it lacked the flexibility and cost-effectiveness to keep pace with the planned 

single window expansion and interoperability. 

 

There are also some key issues and problems that must be seriously considered in order to achieve 

interoperability:   

 

1- One of the weaknesses of the three systems (and most of OIC Single Window Systems) is the lack of 

in-depth analysis of business processes and data modeling prior to the development of the single 

window. In Cameroon, operational processes have been integrated on an ad hoc basis, in the 

absence of a comprehensive strategy. In Morocco, the interoperability of the system was limited 

due to the lack of a common layer of data and enforcement. Such approach would lead to 

suboptimal designs that do not offer all the benefits of single data capture and simplified 

processing. 

 

2- This weakness has been compounded by the IT architecture choices that have led to inflexible 

systems that are expensive to maintain and update. 

 

 The decentralization of the current architecture in Morocco lacks a centralized data layer, which 

increases infrastructure, maintenance and disaster recovery costs. The new version that will be 

based on the SOA architecture is under development and will be migrated service by service from 

the beginning of 2019.(The Importation license module has been developed and is currently in a 

test phase) 

 

 Existing client server systems in Cameroon's Single Window System have made it difficult to 

increase maintenance costs and have made it impossible to upgrade to a newer technology without 

a complete redesign. The lack of interoperability and connectivity of e-GUCE with the customs 

management system, ASYCUDA, is due to the distributed architecture of ASYCUDA and will 

continue even with the new generation. 
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3- These shortcomings explain the launch of a second phase of a “From Scratch” design which 

fundamentally modifies the computer architecture and the strategic design of software. Second 

generation developments in Cameroon and Morocco are global conceptions that attempt to 

broaden the process and procedures. 

 

4- The three Single Window Systems are also struggling to put in place totally dematerialized 

procedures. Duplication reduces user acceptance to the Single Window System. In Cameroon, the 

duplication of paper and electronic procedures is due to the resistance of customs (Example of 

Douala Port) and some other agencies. The Moroccan single window gradually integrates 

paperless procedures into the single window through legal acts. 

 

5- Financial management is a challenge for all three Single Window Systems, although PortNet's 

financial autonomy is complete. Cameroon and Tunisia’s SWS are both facing revenue constraints 

as fees only cover a minor part of their operational expenses. They depend on government budget 

support and third-party funding for updates and innovation. 

 

6- The outsourcing of the design, development and production of the IT system led to difficulties in 

the three Single Window Systems. Internal staff was little involved and trained in maintenance 

and modifications. Provider or proprietary foreclosure makes the single window operator 

dependent on a provider's products and services without the ability to use another provider. 

3.5. Framework of Interoperability of SW’s  

3.5.1. Business Needs and Methodology 

 

The lack of interoperability between Single Windows among OIC member states makes it difficult to 

establish relationships between trade parties. Most companies in Tunisia, Cameroon and Morocco are 

increasingly unmotivated by the cumbersome procedures and the uncertain deadlines for transmitting 

the various documents in paper based format and have very little visibility in their import and export 

procedures between these three countries (and other OIC countries). The goal of establishing a 

Regional Single Window is to achieve an appropriate and optimal level of interoperability to meet most 

if not all business requirements. This is well demonstrated by the persistence of numerous information 

available from both sides (Customs, Single Windows, Handling operators, Logistic companies) and that 

could be shared in advance to speed up the removal process and provide a predictive intelligence base 

that can serve government authorities. 

 

There are a number of fundamental requirements for achieving and optimizing interoperability across 

the international trade sector. Such an investment is entirely justifiable on the basis of significant cost 

savings, the security and quality of trade, and above all the establishment of a sustainable system. 

 

Interoperability between the three SWs (and other OIC member countries) will increase cooperation 

between countries and also promote economic growth through the integration of these countries. Also 

the establishment of a regional single window will have the following benefits: 

 

 Facilitation of international trade transactions ; 
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 Providing a better risk-analysis ; 

 Enhancing security ; 

 Combatting illicit activities and detecting frauds ; 

 Preparation of border volumes. 

 

Figure 27: Drivers of the Need for the Interoperability 26 

 
Source: Implementing Interoperable SWS , Somnuk Keretho 

On average 15 national agencies are involved in international trade and most document for processing 

in Single Window are generated across borders. It is therefore clear that there are several 

opportunities that can be realized through the interoperability between the Single Windows, however 

some challenges are to be surpassed, the following table lists the different opportunities and 

challenges: 

Table 35: Opportunities and Challenges in Establishing Interoperability between Single Windows 

Opportunities  

 One country’s export declaration is another’s import declaration.  

 Time and cost efficiencies in regional integration (e.g. customs 

unions)  

 Data accuracy, advance intelligence and processing  

 Extending SW benefits outlined in Rec. 33 

Challenges 
 Aligning needs/ interests 

 Inadequate legal framework 

 Difficulties of cross-border cooperation 

Source: Implementing Interoperable SWS, Somnuk Keretho 

Taking into account the importance of the supply chain between OIC Member Countries with Europe, 

the Single Window has significant potential to support the economic linkage between them and major 

trading partners. That will be a significant value-added to national efforts of countries within OIC 

toward more economic diversification and product differentiation. 

                                                                 
26 https://www.unescap.org/sites/default/files/Session%204_4%20Implementing-Interoperable-
SWs_Somnuk.pdf 

https://www.unescap.org/sites/default/files/Session%204_4%20Implementing-Interoperable-SWs_Somnuk.pdf
https://www.unescap.org/sites/default/files/Session%204_4%20Implementing-Interoperable-SWs_Somnuk.pdf
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Below is the methodology to achieve interoperability between SWs in OIC member countries 

Table 36: Work Plan for development of the OIC Member States environment of National single 
Windows 

Description of the Action Categorization of tasks Type of intervention 

1- Preparation of the Policy Paper on the 

establishment of the OIC Member 

states environment of three National 

Single Window for the political 

endorsement of three countries 

(comprising Ministers of Trade, 

Directors-General of Customs). 

Provision of technical advices for 

policy decisions. 

 

 Policy paper. 

 Technical paper and 

thematic 

 Analysis. 

 Governance model. 

2- Establish the plan of technical works 

and preparation of the adoption of 

international standards 

Thematic Planning, including 

preparatory works. 

 Policy paper. 

 Technical paper and 

thematic. 

3- Conduct the readiness review of 

systems operating in the OIC Member 

states Countries 

Preparatory works 

 Regional survey on the 

establishment of the OIC 

Member States 

Environment of National 

Single Windows. 

4 - Presentation of essential international    

standards to be used in the National Single 

Window. 

 

Overview of international 

standards for a National Single 

Window 

 

Workshop on International 

Standards for a National Single 

Window 

5 - Technical paper related to the model of 

a regional Single Window 
 

Technical paper and thematic 

analysis. 

6 - Identification of a potential pilot and its 

functional scope  
 

7 - Review and Technical matters for the 

Interoperable Single Window  
 

 

3.5.2. Critical success factors 

3.5.2.1. Policy and Legal Interoperability 

 

Political will and commitments to long-term benefits for higher national economic competitiveness are 

the key pillar. This should be translated into concrete policy interventions such as, activation of new 

mechanisms of coordination, review of the legal framework, allocating adequate resources (financial, 

human resources, among others), and design of corresponding models of governance and daily 

operations. At the national level, a coordinating committee, comprised of top managers of each of 

participating agencies, plays a key role. 
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Figure 28: Model of International Single Window 

 

Source: Schermer 2007, p.3 

 

The different experiences of interoperability show that one of the essential conditions for the success 

of an interoperability project is firstly the mutual political commitment of the participating countries 

at the highest level (Ministers, Presidents, Prime Ministers), this commitment can be either bilateral or 

multilateral (as in the case of ASEAN).On the other hand, the signing of a bilateral or multilateral 

agreement between all participating countries could provide a solid basis for collaboration in order to 

achieve interoperability. 

 

The other crucial point of establishing interoperability is the legal recognition of electronic 

transmission of information between Single Windows. 

Each electronic data transmitted between different countries should be legally valid in all countries 

participating in this interoperability, this may seem easy to change but differences in legislation in 

some cases can make the task quite complicated. Each country should make sure to mutually recognize 

the electronic data exchanged. 

 

For this legal interoperability to succeed, it is necessary to identify all laws and regulations that need 

to be revised or amended, including the recognition of electronic data interchange. On the other hand, 

all countries must consider adopting trade facilitation trade agreements with a view to achieving 

intergovernmental collaboration to establish legal and political interoperability.  

 

At the legislative and regulatory level: 

 

The establishment of a legal framework allowing the exchange of data on a cross-border basis is an 

essential prerequisite. The main documents that are exchanged on a cross-border basis in any 

international trade transaction are essentially the certificate of origin and SPS certificates and invoices, 

all these documents are issued in one country and presented in another, in paper format. Their routing 

from one country to another is done by the commercial operators themselves. Administrations, 
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predominantly customs administrations, do not exchange these documents directly, except in the case 

of ex-post control in the context of mutual assistance. This exchange is in paper format. 

However, the experience of the countries of the Agadir Agreement, of which Morocco and Tunisia are 

part, consists of exchanging data electronically between customs administrations with direct access to 

customs declarations. 

 

This interconnection is a major pillar in the cooperation between the countries of the Agadir 

Agreement. It is a main and effective channel for exchanging information with the best possible 

efficiency and speed; it is essential to achieve the objectives of the Agreement in order to achieve the 

full liberalization of intra-Agadir trade without tariff and non-tariff barriers, to encourage investment 

and achieve economic complementarity and to facilitate trade with a view to removing any obstacles 

that may be encountered by this project, a periodic assessment shall be made on the basis of feedback 

from the services responsible for monitoring the establishment of this interconnection. Also, technical 

improvements have been made to the initial scheme since Morocco has opted for the obligation to 

highlight in the import declarations the number of the export declaration, access by the customs 

administration at the time of import, to the information submitted for export takes place through this 

number. 

 

3.5.2.2. Human and Organizational Interoperability 

 

Organizational interoperability concerns the organization of the relevant intergovernmental agencies 

of the participating countries, since strong cooperation should take place for the achievement of 

interoperability. 

 

One of the objectives of interoperability is to help traders to operate internationally, while making it 

easier for agencies and public authorities to exchange data with ease. The interoperability of one-stop 

shops therefore depends directly on the involvement of public bodies and authorities in each country. 

All of this ties in with the vision of any public organization whose role is to help companies reduce 

their foreign trade costs and make the processes more and more simplified and predictable. 

 

 

UN / CEFACT Recommendation No. 4 states that the creation of a National Trade Facilitation 

Committee (NTFC) is beneficial to the Single Window climate. This body, which aims to integrate all 

the necessary measures to facilitate exchange, could easily expand its spectrum of work and be 

mandated to manage collaboration with other OIC member countries concerned with interoperability. 

This national committee could then give voice to several groups of work (strategic watch group, 

technical group…) that would aim to organize regular workshops with the other committees of other 

countries to discuss issues encountered during the implementation. Implementation of 

interoperability. UN / CEFACT Recommendation 36 states that there may be a number of different 

reasons for establishing an interoperable single window:  

 

1 - Regional integration: The creation of a regional single window as the case of ASEAN could have 

beneficial effects on the economy of the region.  

2 - Trade Facilitation: Helping traders meet their reporting obligations in the country where their 

goods are in transit or in the country of final destination would allow small and medium-sized 

enterprises to compete in the international market.  
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3- Risk analysis: Information transmitted in advance such as the customs declaration could constitute 

a considerable asset for the organizations of the country of destination, they could assess in advance 

all the risks in terms of security and taxation 

4- The planning of the use of the infrastructures: The operators of handling inside the port could 

better organize themselves (number of cranes, types of machines to be used, better organization of the 

terminals with containers ...) if they had the information in advance concerning the goods arriving at 

the port.  

5- The fight against fraud and illegal activities: Information concerning a container carrying 

dubious goods could be transmitted from one country to another in the context of interoperability. 

 

It is clear, as stated in Recommendation 36, that the organization must be ensured during the three 

phases of the regional Single Window implementation process: the design phase, the development 

phase and the operationalization phase. 

 

For Morocco, the institutionalization of the National Coordination Commission for the Facilitation of 

Foreign Trade Procedures could be the national body responsible for intergovernmental monitoring of 

this process; Indeed, according to Article 2 of the decree establishing this commission, it is responsible 

for proposing, in accordance with the commitments made by the Kingdom, in the framework of the 

agreements concluded, in particular those of the World Trade Organization, action plans to implement 

the Trade Facilitation provisions. 

The establishment of single window systems at the national and regional levels is in perfect harmony 

with the letter of the WTO Agreement on Trade Facilitation. In addition, Article 3 of the Decree lists 

PortNet among the institutions that make up this commission. 

 

Finally, Article 5 provides for the possibility of "the creation of specialized committees to deal with 

specific issues related to the facilitation of commercial exchanges of the Kingdom of Morocco"; 

monitoring the implementation of interoperability between the three national Single Window Systems 

could be entrusted to a specialized committee chaired by PortNet as Lead Partner. 

 

3.5.2.3. Process and Data Interoperability 

 

At the document and process level: 

 

Once interoperability is in place, several documents that exist in paper based format can be exchanged. 

To exchange a document, it would first of all need a political will, a legal basis and the existence of a 

technical channel. The following table lists the different B2B, B2G, G2G documents that can be 

exchanged. 
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Table 37: Type of Information Exchange Proposed  

Type of Information Exchange 

proposed 
Example 

G2G 

 Customs Declaration; 

 Transit information; 

 Information about Physical Inspection at Export;  

 Preferential Certificate of Origin. 

B2G Export Licenses/Permits 

B2B 

Transport Documents :  

 Bill of Lading; 

 Sea Waybill; 

 Air Waybill; 

 Cargo Manifest (House/Master). 

Commercial Documents :  

 Commercial Invoice; 

 Packing List. 

 

3.5.2.4. Platform and Technical Interoperability 

 

Before using the Blockchain, it is necessary to see if it is really useful for these kind of projects, the 

following picture shows a simplified Blockchain tree to judge the necessity of opting for the 

Blockchain. 

1 – It is necessary to have a common and reliable database which will serve as a frame of reference 

between the different Single Windows in order to check the information’s accuracy as long as the its 

transmitter is known. 

2- All the Single Windows integrated in the network are playing a part within the network. 

3 -The very purpose of creating a Blockchain network is to make the authenticity of the various 

documents circulating between the stakeholders more reliable and to avoid fraud. 

4 –Each Single Window has its own rules of management and its own use of the different documents 

5-The history of information present in the Single Window must remain unchanged and any change 

must be traced in the network. 

6 –The different formats of the documents must be specified in advance and generally should not 

change enormously in time (except modification or addition of some information) 
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Figure 29: Blockchain Decision Tree 

 

The Blockchain is therefore a potential solution for this interoperability project, the following 

paragraphs describe the Blockchain, its operation, its benefits and its limits in this interoperability 

project. (See Annex I: The Blockchain) 

 

3.6. Presentation of the Scenarios 

3.6.1. Interoperability Scenario in the ASEAN SW Project 

 

The establishment of bilateral or regional Single Windows has gained ground in recent years; the 

fragmentation of production processes and the evolutions of information and communication 

technologies, against the backdrop of the multiplication of regional integrations, have made the use of 

national Single Window and especially the regional Single Window to support these different 

processes of the world economy. Projects have been carried out in several regions of the world; the 

Regional Operational Single Window System between the ASEAN-ASW countries deserves to be 

reviewed.  

 

The ASEAN-ASW Regional Single Window aims to connect and integrate national windows, enable a 

secure legal framework and IT architecture, reduce clearance times for goods and boost regional 

integration. ASW is defined as "the environment in which the national single windows of member 

countries operate and integrate" The decision to create an ASW was taken by the ASEAN countries in 
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2005 reflecting a strong political will and common awareness that the Single Window is a key trade 

facilitation measure and the need to implement it as soon as possible. 

 

Three main dates to remember, which correspond to three main milestones in the construction of the 

ASW and particularly its legal basis: 

 

-2005: Agreement Signed for the Establishment and Implementation of the ASEAN Regional Single 

Window. This initiative also set deadlines for the creation of a national Single Window System in 

countries in the region that did not have one. 

 

-2011: Memorandum of Understanding for the implementation of ASW as a pilot project 

 

-2015: The protocol of the legal framework for the implementation of the ASW  

 

The Protocol for the Establishment and Implementation of the ASEAN Single Window "has the 

following objectives:  

-  Provide a legal and technical framework for the establishment and implementation of the ASEAN 

Single Window (ASW) and National Single Windows (NSW) as regional commitments. Indeed, not only 

is it recommended to reinforce the coordination and partnerships between the different actors at the 

level of NSW to effectively implement ASW,  

-  Encourage the participation of economic operators in the implementation of the ASW and the NSW 

and to provide guidance for the implementation in member countries, 

This shows the awareness of ASEAN members and that the success of a regional Interoperable Single 

Window is dependent on effective national SWS. 

Thus, it will not be surprising that this region will become the region where trade facilitation will be 

the most accomplished in the world, once the full implementation of the regional SWS with integration 

of all ASW members at the counter will be performed. 

 

Currently, ASW only supports the exchange certificate of origin documents (ATIGA D form) between 

five ASEAN Member States. 

 

3.6.2. Interoperability Scenarios for the OIC member states 

 

Experiences across different parts of the world in the bilateral or regional single window show the 

relevance of efforts to create the conditions for a regional interoperability environment for NSW, 

Undeniably, this interoperability, far from being only a technical issue, has a multidimensional 

character: legal, organizational, technical, etc., All these aspects must be carried out in a harmonious 

manner so that the planned regional office can meet the needs of the business world as well as the 

requirements of the administrative departments involved in international trade operations. 

Given how the ASEAN ASW has been designed, developed and operationalized, it seems that it is a 

prime example of serving as a model for the regional Single Window System between Cameroon, 

Morocco and Tunisia and the all members of the OIC, this experience was characterized by the 

following: 

 

 Several countries in the region had not yet developed their national Single Window at the 

launch of the ASEAN project; 
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 The different countries did not have the same level of economic development; 

 This has been characterized by progressivity in the construction of the ASW, in the integration 

of national SWS and in the inclusion of procedures 

In addition, the example comes from a region known for its economic dynamism and generally efficient 

character in terms of simplification and facilitation of procedures. All the above argues in favor of the 

proposed option of drawing on this experience for the OIC countries. Certainly, the ASEAN country 

project has benefited from a major advantage, mainly the prior existence of an economically integrated 

regional economic community before the regional Single Window project was launched. 

With regard to Tunisia, Cameroon and Morocco, the interoperability and exchange of data and 

electronic documents could be accepted while keeping their legal value according to the following 

scenarios. 

 

First scenario:  

Initiate the amendment of current trade agreements binding these countries; knowing that with 

Cameroon, there is virtually no trade agreement worthy of review or amendment, the 1987 agreement 

is simply of the type Most Favored Nation (MFN) giving rise to practically no tax benefit. Discussions 

and beginning of negotiations of a new agreement with Cameroon have been initiated in the past, 

almost in parallel, both with Cameroon separately and with the CEMAC grouping of which Cameroon is 

a part of. These processes are currently at a standstill, given the strategic and economic developments 

in the Region. 

The situation is quite different for Tunisia, linked to Morocco by three agreements:  

 The agreement to facilitate and develop trade between the Arab countries,  

 The Agadir Agreement,  

 The Bilateral Free Trade Agreement.  

The migration from the certificate of origin paper form to a dematerialized use, under the Agadir 

agreement and that of the Arab League is a certain complexity to the extent that it requires the 

approval of the other partners of these agreements that are; Egypt and Jordan for the Agadir 

agreement and more than twenty countries for the Arab League agreement. Here, only the bilateral 

agreements can lend itself to this exercise, the least important agreement of the three. 

The second scenario: 

It consists of signing a new agreement on interoperability and integrating, among other things. The 

transmission of data, in a dematerialized manner, between the three National Single Windows will also 

include provisions on the ownership of data, confidentiality and protection of information etc. 

This agreement aims not only at establishing a legal base for interoperability but also marks the 

political will and commitment of the three countries and sets the main principles of this 

multidimensional interconnection. Other application texts should follow. 

Procedural adjustments, at the national level, may also be necessary: dematerialization and 

procedures themselves, particularly for the bodies responsible for issuing documents likely to be 

exchanged at regional level. We can mention, all proportion, the current experience between the 

countries of Agadir. 
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Indeed, under the incentive of the Technical Unit of the Agadir Agreement and with the support of 

member countries, the General  Directors of Customs of these countries signed at the meeting of the 

Customs Committee on  April 13, 2016 in Cairo, a memorandum of understanding on electronic 

interconnection and the electronic exchange of information between the countries of Agadir.A working 

group has been set up to implement this project in view of its impact on trade facilitation, the 

simplification of customs procedures for economic operators through the reduction of costs and the 

time for the clearance of goods). 

The signing of an agreement between Morocco, Cameroon and Tunisia could advance the process of 

interoperability. 

3.6.3. Technical implementation of the Solution:   

  

3.6.3.1. Implementation Scenario 

 

As part of the implementation of Blockchain in this project, two application cases seem promising: 

 The use of interoperability in the process of checking the goods. 

 The use of interoperability in tracing the movements of containers and ships. 

Many goods and values circulate permanently and many documents such as the letter of credit or the 

bill of lading are subject to costly and time-consuming checks and are still not safe from counterfeiting, 

theft or alteration by malicious people.Also, the origin of the goods remains difficult to prove since the 

certificate of origin is sent in paper form. 

The Blockchain will provide OIC member countries' Single Windows with a secure platform to 

exchange reliable information on goods which are entering, leaving or passing through their countries. 

The Single Windows will feed the Blockchain with the information provided by the different partners, 

after which all the stakeholders will be able to benefit from the information available in advance on the 

Blockchain. (Table 38)  

Table 38: Benefits from the Information Available in Advance on the Blockchain 

Partners Provide Benefits from 

Ports and Terminals  Movement of vessels 

 Movement of containers (Gate in / Gate out)  

 Connections to shipping lines  

 Improve terminal planning 

Customs Authorities  Information about the export and import clearance 

status for shipments into and out of the country 

 More informed risk assessments  

 Better information sharing 

 Less manual paperwork 

Freight Forwarders 
 Document fillings 

 Information on intermodal handoffs 

 Transportation plan 

 Improve effectiveness of track-

and-trace tools 

Inland Transportation  Information of the disposition of shipments carried on 

trucks 

 Improved planning and 

utilization of assets  
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Figure 30: Maritime Supply Chain 

 
 

The Blockchain will be managed by computers or servers (Nodes) on a peer-to-peer basis without the 

need for intermediaries who traditionally authenticate transactions. The data added to the block chain 

is shared with all participants in the block process and is verified and validated by anyone with the 

appropriate permissions. The most suitable architecture for this project is the decentralized 

architecture (see figure). 
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Figure 31: Distributed Ledger between the Single Windows 

 

Source: Author’s own compilation 

The data entered in the Blockchain is "hashed", i.e. converted into a new digital string of a fixed length 

using a mathematical function, and encrypted to ensure data integrity and ensure that the message 

was created and sent by the claimed sender and was not modified during transfer. If the country 

issuing the document does not want other network members to have access to the content of the 

transaction, it can choose to encrypt the message itself, thus making the data unintelligible to those 

who do not have authorized access. 

Technical interoperability: 

 

The transition to digital documents presents some interoperability problems since it requires the 

establishment of "electronic gateways" between the different authorities of importing and exporting 

countries, which can be a complex and time-consuming process. Hubs-type solutions such as the IPPC 

experience mentioned earlier in this study pose problems in terms of administration because they 

require the existence of a trusted third party and no trusted third party is required for the Blockchain. 

According to a WTO study 27on the application of Blockchain to international trade, four scenarios are 

possible for G2G interoperability between two or more entities. The most suitable and feasible 

scenario for this project is one where single windows would remain off-line and interact with a 

Blockchain platform through APIs. IPAs could enable single windows to extract relevant information 

from the platform to accelerate customs clearance and other processes. 

A more utopian project could bring together in the same Blockchain network government agencies and 

entities from the three countries where information would be rooted through business rules, but to 

ensure the feasibility of the project it would be better to start with a Blockchain network connecting 

                                                                 
27 Can Blockchain revolutionize international trade? , WTO 2018 
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the different single windows via APIs and in which the information would be injected into the network 

by each single window. 

Steps of the Blockchain Transaction:  

Figure 32: Steps Involved in the Blockchain Transaction 

 

1st step: The sender submits or requests a transaction (Exchange of document), the data is then 

hashed and encrypted. When a transaction is submitted, several processes are in place to ensure that 

the transaction is conducted in a secure manner: 

 The sender generates a key pair, including a public key and a private key, which are 

mathematically linked. The public key is made available to the receiver.  

 The sender converts the data to be sent into a new numerical string of a predefined length and 

fixes a hash using a mathematical function. Hashing ensures data integrity and prevents 

tampering. 

 The hash value obtained is encrypted using the sender's private key. Encrypted hash forms the 

digital signature of the data, i.e. the digital fingerprint of an electronic document. It guarantees 

that the message has been created and sent by the requested sender and that it has not been 

modified during transport. The sender cannot deny that he sent the message.  

 The sender then transmits the digital signature with the data in plain text to the three single 

windows( members of the peer to peer network)  

If the sender does not wish other participants in the network to see the message itself, i.e. the plaintext 

data contained in the documents submitted, he can choose to encrypt the message. 

 

Step 2: Once the digital signature has been generated and the message has been hashed and encrypted, 

they are transmitted to participants in the peer-to-peer network – the receivers, also called nodes 

 

Step 3:  Receivers validate the transaction using the sender’s public key to decrypt the transaction. A 

successful decryption confirms that the transaction originates from the claimed sender. The receiver 

can then verify the integrity of the data by comparing the decrypted hash value sent by the sender with 

the hash value that he computed when applying the same hash algorithm on the plain data transmitted 

by the sender. If both hash values coincide, the receiver has the guarantee that the data were not 

altered in transit the transaction can then thus be validated. 
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Step 4: Once a block is validated it is time-stamped and linked to the preceding blocks/transactions 

with a hash of the previous block/ transaction – thereby forming a linear chronological chain of 

blocks/transactions. 

It will be a matter of creating as many nodes as Single Windows, the Single Window will replace the 

departments and agencies that issue the various certificates and will be able to provide the 

information concerning a customs declaration of the exporting country (Origin of the goods with the 

certificate uploaded, weight of the goods and other information). 

 

The authorities of the importing country may, through the node of their Single Windows, check 

whether the goods have the certificates of origin and other necessary documents for customs 

clearance. 

 

Figure 33: Transmission of Documents from PortNet to TTN through the Blockchain Canal 

 
Source: Author’s own compilation 

 

When creating the export declaration at the single window of the exporting country, the exporter can 

transmit the number of the export declaration to the importer who will have to submit this number 

with his import declaration, the authorities will then be able to check the various documents attached 

to this declaration.Moreover, the integration of documents such as the manifest could enormously 

improve the quality of services and facilitate the life of the different actors within the ports as this will 

allow to:  

 

 Better planning: fleet scheduling, crew plan, maintenance plan, voyage optimization, 

bunkering plan, including synchronization of plans 

 Efficient monitoring of operations and deviations management 

 

The exchange of information between Member States through the Blockchain should allow authorities 

in the different Member States to view information even before it is submitted by the ship data 

providers, the information that exists in an export manifest leaving Morocco in the direction of Tunisia 

will be transmitted in advance via the network and may be consulted by the Tunisian authorities. 

Furthermore, it is possible to open a channel for shipping companies to reuse the existing information 
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on the export manifest to create and submit the manifest to the destination country via the Blockchain 

network. 

The advantage of the existence of Single Windows is that the different authorities (departments and 

certificate delivery organizations) will not be obliged to supply the Blockchain themselves with the 

necessary information since the information exists at the single window. The different documents 

which can be exchanged through the Blockchain network are:  

 Packing List; 

 Bill of Lading ; 

 Export documentation ; 

 Advance declaration ; 

 Pre-paid invoice ; 

 Certificate of Origin ; 

 Shipping instructions ; 

 ISF ; 

 Geography Specific Certificate ; 

 Dangerous Goods Declaration ; 

 Cargo Specific Certificate ; 

 Customs Clearance ; 

 Commercial invoice ; 

 Import documentation. 

Initially, the main transmitters and receivers of the information present on the Blockchain network are 

the integrated Single Windows, these Single Windows will have to share the information with the 

connected authorities. 

 

However, it will be difficult in the beginning to obtain stakeholders’ engagement because of the 

different levels of digital availability and the initial need to recognize the benefits of the Blockchain-

based collaboration. 



                                                                                                              

 

114 
 

  

Facilitating Trade:                                                                        
The feasibility study on the interoperability of selected 
single window systems in the OIC countries 

 

Figure 34: Blockchain Network among OIC Member Countries 

 

Source: Author’s own compilation 

Blockchain control access:  

The policy which defines the access rights on a particular Single Window is defined by the resource 

owner, and it is stored in the Blockchain through a new transaction called Policy Creation Transaction 

(PCT). After its creation, a policy can be updated by the owner any number of times and, at the end, it 

can be canceled.In other words, the resource owner decides the subject to whom it wants to initially 

grant the access right and a set of conditions that must hold to grant the access. 

eXtensible Access Control Markup Language (XACML) is one of the main standards adopted for 

authorization system. It defines a declarative fine grained attribute-based access control policy 

language. XACML has four main components: Policy Administration Point (PAP), Policy Decision Point 

(PDP), Policy Enforcement Point (PEP) and Policy Information Point (PIP). PAP creates and manages 

policies to common central repository and PDP is responsible for storing and analyzing policy 

information from user request. PEP is responsible for authorization decisions based on policies stored 

in the common repository while PIP provides additional attribute values such as action, resources. 

These components interact with each other with XACML request-response protocols. 
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Figure 35: Layers of Blockchain Interoperability 

 

Table 39: Annexed Documents 

Nature of the document Purpose and conditions of establishment 

Weight certificate 

It is a document that certifies the exact weight of the goods shipped. It is issued by 

and official body 

Certificate of Origin 

It is a document issued and signed by the Chamber of Commerce, referred by the 

customs or by an official body. It certifies the origin of goods 

Weight note and Packing list 

These documents are intended to provide information on the weight, packaging, 

and content of each package in addition to those shown on the invoice. 

Certificate of Analysis 

It is issued by an accredited laboratory or an expert. It gives the composition of 

the analyzed products (Ores, chemicals, pharmaceuticals etc.) 

Health certificate, Veterinary and 

Phytosanitary 

It is a document established by an official body certifying the good quality of 

certain edible goods, animals and plants. Veterinary certificate for live animals 

and Phytosanitary certificate for plants, seeds, fertilizers etc. 

Certificate of approval 

It is a document established by an official body certifying the good quality of 

certain edible goods, animals and plants. Veterinary certificate for live animals 

and Phytosanitary certificate for plants, seeds, fertilizers etc. 

Certificate of inspection 

Official document established by a competent body for the goods in question and 

certifying the condition or condition of the goods 

DDI circulation certificate 

Document prepared by the exporter for products falling within the common 

market (C.E.E). It is used for the benefit of tariff reductions. 

Certificate of quality  

Document prepared by an official body attesting the good quality of the goods 

Source: Author's own compilation 
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3.6.4. Impact on Each System and Prerequisites 

 

It is important  that there is a common understanding of the concept of interoperability of the Single 

Window and the associated terms and concepts: 

In very simple terms, interoperability refers to the ability of two or more systems to exchange 

information and use it without additional effort on the part of the user. Interoperability is about 

exchanging data in ways that are accurate, complete, fast and secure. Therefore, it is imperative that 

the legal and regulatory frameworks as well as the requirements for information systems be clearly 

and previously established.  

Recommendation 36 provides the guidelines for the interoperability of multiple national Single 

Window Systems, discusses various recommended models that take into account legal aspects, 

business needs, technical and governance considerations. It also gives details of necessary 

preparations, models of information sharing and good practices. 

 Other areas are highlighted by the above mentioned recommendation 36, primarily: 

1-The needs of the business world, considered as the main drivers of the interoperability of Single 

Windows 

2-Semantic questions that cover the types of business processes and information to be exchanged as 

well as existing semantic frameworks 

3-Governance: research the most appropriate models for interoperability 

4-And finally the legislative and regulatory aspect that covers the resulting obligations from regional 

trade 

On this indicative basis, it is important to look at the situation in Cameroon, Tunisia and Morocco and 

the changes are ought to be made in those three Single Windows as a prerequisite for future 

interoperability. 

4. Conclusion  

 

The main objective of this study is to identify the key issues for the implementation of an 

interoperability solution between the single windows of Tunisia, Cameroon and Morocco, which could 

be extended to all OIC Member States. 

 

To date, there are only a handful of RSW Implementation Institutes worldwide to provide advice and 

lessons learned. Most, if not all, remain in their early stages as economies struggle to find out what 

works for them to achieve regional objectives, while balancing national constraints, resources and 

priorities. According to these different experiences, interoperability between Single Windows can only 

be achieved when the different levels of interoperability are meticulously taken into consideration by 

all the concerned parties of Tunisia, Cameroon and Morocco, these levels are:  

 

 Technical Interoperability 

 Interoperability at the information level 
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 Processes Interoperability 

 Interoperability of legal aspects 

 

Since it is possible to create a Single Window in many ways, the same is true for a Single Window 

Interoperability Solution, as it is a complex and dynamic concept covering a wide range of possibilities. 

In the absence of perfectly aligned laws, it is possible to envisage for Morocco, Tunisia and Cameroon a 

solution like the ASEAN SW, the only drawback of this solution is that the one-to-one configuration to 

be done would be very important and very costly if several OIC member countries came to join the 

project. 

 

Several principles have been noted in the various recommendations and guidelines for the success of 

an interoperability project, these principles are as follows :  

 

1. Autonomy - every operating economy works without having to know the details of other members 
to transparently exchange digital information. 
 
2. Reactivity - "act on demand" to respond to a request received efficiently through automation. 
 
3. Agreement - The existing agreement between two or more economies to follow specific information 
exchange behavior. 
 
4. Consensus - a technical process to maintain trust by digitally searching for widespread agreement 
among interacting economies. 
 
5. Connectivity - the capacity of economies to interconnect SWS across transnational borders in a 
highly secure manner. 
 
6. Data flow, security, confidentiality and confidentiality - based on trust, this includes performing 
appropriate risk assessment activities prior to the establishment of interoperability functions. 
 
7. Data Harmonization and Standardization - an interactive process for capturing, defining, analyzing, 
and reconciling government information requirements. 
 
8. Terminology - consistent use of the terms and definition of internationally recognized trade 
facilitation standards. 
 
9. Upgrading existing IT infrastructure - technological advances and government modernization 
efforts. 
 
10. Adoption of open standards - the focus is on an open architecture based on international standards 
and protocols. 
 

 

In the technical part we have developed a potential solution using Blockchain technology which could 

have several benefits on the field of logistics and supply chain in general and deserves to be looked at 

more closely. 
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Annex I: The Blockchain 

The potential of the Blockchain: 

Blockchain is a distributed ledger technology that enables peer-to-peer transactions that are securely 

recorded, as in a ledger, in multiple locations at once and across multiple organizations and 

individuals, without the need for a central administration or intermediaries. One of the potential 

problems identified with regard to digital innovation in the maritime industry is insufficient electronic 

data interchange standardization and the need for a common data format to exchange information.  

Electronic data interchange involves the electronic transfer from one computer to another of 

commercial or administrative transactions using an agreed standard to structure the transaction or 

message data. This lack, along with a general lack of clarity with regard to the potential uses of 

Blockchain, are among the factors that may explain the continued reliance in the shipping industry on 

paper-based documentation for deliveries of cargo containers.  

Overall, Blockchain holds potential to improve the security of the Internet of things environment. It 

addresses several aspects of information security, including confidentiality, integrity, availability and 

nonrepudiation. For example, Blockchain can protect the security of documents by blocking identity 

theft, through the use of public key cryptography; preventing data tampering, compared with 

document signing and other forms of electronic data interchange, through the creation of a public key 

and a private key; and stopping denial of service attacks, through the removal of the single target that a 

hacker may attack to compromise an entire system28. Allowing data to be managed through Blockchain 

could therefore involve adding an extra layer of security and a gradual decrease in the use of 

centralized storage and processing for data.  

In the maritime industry, Blockchain has the potential to be used, among others, to track cargo and 

provide end-to end supply chain visibility; record information about vessels, including on global risks 

and exposure; integrate smart contracts and marine insurance policies; and digitalize and automate 

paper filing and documents. Such applications can help save time and reduce costs related to the 

clearance and movement of cargo. Several initiatives that focus on the container shipping segment 

have emerged, although Blockchain is not yet fully implemented across the sector. Different varieties 

of maritime single windows are being developed to handle a quotation encompassing an entire ocean 

transport transaction, including booking, documentation generation and customs clearance. Maritime 

single windows imply potential efficiency gains and reduced costs for shipping companies due to 

standardization, which allows fragmented back-end systems to be superseded, and digitalization, 

which enables the elimination of intermediaries and inefficiencies related to the processing of 

documentation. For example, Maersk and IBM intend to establish a joint venture, which remains 

subject to the receipt of regulatory approvals. The aim of the venture is to develop an open trade 

digitalization platform, designed for use by the entire industry, to help companies’ move and track 

goods digitally across international borders. The platform will use Blockchain and other cloud-based, 

open-source technologies, including artificial intelligence, the Internet of things and analytics, 

delivered through IBM, and initially commercialize the following two core capabilities aimed at 

digitalizing the global supply chain (Maersk, 2018): "A shipping information pipeline will provide end-

to-end supply chain visibility to enable all actors involved in managing a supply chain to securely and 

seamlessly exchange information about shipment events in real time; paperless trade will digitize and 

                                                                 
28 Venture Beat 2017 
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automate paperwork filings by enabling end users to securely submit, validate and approve documents 

across organizational boundaries, ultimately helping to reduce the time and cost for clearance and cargo 

movement. Blockchain-based smart contracts ensure all required approvals are in place, helping speed up 

approvals and reducing mistakes."  

Another example of the use of Blockchain in shipping is the completion by Hyundai Merchant Marine 

and other members of a consortium, in September 2017, of a pilot voyage applying Blockchain that 

used secure paperless processes for shipment booking and cargo delivery. Hyundai Merchant Marine 

also reviewed the feasibility of introducing the technology into shipping and logistics and tested and 

reviewed the combination of Blockchain with the Internet of things through the real-time monitoring 

and management of the reefer containers on the vessel.  

In addition, in August 2017, Japan formed a consortium of 14 members to develop a platform for 

sharing trade data using Blockchain, and Singapore-based Pacific International Lines signed a 

memorandum of understanding with PSA International and IBM in Singapore to develop and test 

supply chain business network solutions based on Blockchain. Other initiatives include the cargo-

booking portals of INTTRA and GT Nexus; the e-commerce business platform of CMA CGM; and the 

single window at the port of Cotonou, facilitated by the World Bank, to ease the management of vessel 

traffic, cargo and intermodal operations.  

Potential future applications of Blockchain in shipping could include smart contracts, which are 

contracts in the form of a computer program run within Blockchains that automate the 

implementation of the terms and conditions of any agreement between parties. Several smart contract 

prototypes have been launched that involve digitalizing electronic bills of lading and other trade 

documents, such as CargoDocs under essDOCS and Cargo X. However, the development of financing, 

payment and insurance aspects related to shipping remain in experimental and pilot stages. Once the 

use of such contracts reaches maturity, possible scenarios include the negotiation of freight prices 

directly between asset owners and their counterparts; the automatic processing of payments upon 

specified conditions being satisfied; and the issuance of insurance policies and settling of marine 

insurance claims through Blockchain.  

Given that many Blockchain initiatives and partnerships are proliferating, there is a need for the 

different applications emerging in the shipping industry to be interoperable. As noted by observers, “it 

would be detrimental for the shipping industry if the different factions and initiatives compete head on 

trying to make their specific Blockchain technology choice the de facto standard for the industry”. 

Blockchain promises secure transactions yet, according to some specialists, it may not be as secure as 

generally anticipated. The use of Blockchain may help solve some security issues but may also lead to 

new, potentially more complex security challenges, as some methods can possibly still be used to hack 

into a maritime transaction Blockchain, including compromising the private keys of users; cracking 

cryptography, given continuous advances in computing; obtaining control of a majority of the mining 

nodes used to implement Blockchain; and abusing vulnerabilities in smart contracts or coded 

programs supported and run within Blockchains.  

There are also concerns that many developing countries, in particular the least developed countries, 

may be inadequately prepared to capture the opportunities and benefits emerging from digitalization. 

There is a risk that digitalization may lead to increased polarization and widening income inequalities, 

as productivity gains might accrue mainly to a few, already wealthy and skilled individuals, given that 

“winner-takes-all dynamics are typical in platform-based economies, where network effects benefit 
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first movers and standard setters” and that “the overall effects of digitalization remain uncertain; they 

will be context-specific, differing greatly among countries and sectors [and this] makes it increasingly 

important for countries to ensure they have an adequate supply of skilled workers with strong non-

cognitive, adaptive and creative skills necessary for ‘working with the machines’” . Additional concerns 

have been raised about digitalization, as it could potentially lead to a fragmentation of the global 

provision and international trade of services. This could open up new avenues for the development 

strategies of developing countries, yet it is unclear whether digital based services could provide similar 

employment, income and productivity gains as manufacturing has traditionally done; “disruptive 

technologies always bring a mix of benefits and risks but whatever the impacts, the final outcomes for 

employment and inclusiveness are shaped by policies”. 

Benefits of the Blockchain: 

As trade flows become increasingly voluminous, rapid and variable, creating a challenging 

environment for government, consideration should be given to exploring innovative methods of using 

digital technology and continuously assessing the applicability of new standards as they mature. 

Increasingly, technological development is based on existing and more mature fundamental elements 

such as the Internet of Things, cloud computing, data analysis and artificial intelligence (AI). These 

technologies form an ecosystem in which each technology exploits and promotes the development of 

others. The example of an emerging technology that could be adopted in this project is the Blockchain.  

This is an emerging technology that is a form of "distributed ledger".  

The industry is seeking to adopt the block chain within its operations. The vast majority of trade 

information required by governments for border clearance purposes is created by industrial operators 

in the international supply chain. 

The intrinsic characteristics of Blockchain technology also make it a potentially interesting tool for the 

implementation of the WTO Agreement on Trade Facilitation (TFA) and for the facilitation of business-

to-government (B2G) and government-to-government (G2G) processes at the national level. 

Blockchain and smart contracts could help to manage border procedures and national single points of 

entry (a single entry point through which trade stakeholders can submit documents and other 

information to complete customs procedures) in a more efficient, transparent and secure manner, and 

improve the accuracy of trade data. The real challenge will be to make cross-border G2G processes 

more efficient. 

The Blockchain is a decentralized, distributed or ledger recording of transactions in which transactions 

are stored permanently and almost unalterable using cryptographic techniques. Unlike traditional 

databases, which are administered by a central entity, blocking chains rely on a large peer-to-peer 

network that no single party can manage on its own. 

Transaction authentication is carried out by cryptographic means and a mathematical "consensus 

protocol " that determines the rules by which the general ledger is updated, allowing participants who 

do not have particular confidence in each other to collaborate without having to rely on a single 

trusted third party. The Blockchain provides global transparency, and since all transactions added to 

the blocking chain are time-stamped and cannot be easily tampered with, the block chain technology 

makes it easy to track all transactions. 
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There are several types of Blockchain applications, the majority of Blockchain applications are public, 

i.e. no entity manages the platform, and there are also private Blockchain where the platform is 

managed by a single entity or as in the case of this project the platform should be managed by the 

three single windows of the member countries of this study. 
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